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» streamable-mcp-server : chrome_navigate

"params": {
"url": "https://developer.hashicorp.com/vault/docs"
bo
"response": |
"content": [
{

"type": "text",

"text": "{\"status\":\"success\", \"message\":\"Tool executed
successfully\",\"data\": {\"content\": [{\"type\" :\"text\",\"text\":\"
{\\\"success\\\":true, \\\"message\\\":\\\"Activated existing
tab\\\", \\\"tabId\\\":1155475164, \\\"windowId\\\":1155474938, \\\"url\\\":\\
\"https://developer.hashicorp.com/vault/docs\\\"}\"}],\"isError\":false}}"

}
1,

"isError":
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» streamable-mcp-server : chrome_get_web content

"params": {
"textContent":
b
"response": {
"content": [
{

"type": "text",

"text": "{\"status\":\"success\", \"message\":\"Tool executed
successfully\",\"data\": {\"content\": [{\"type\":\"text\", \"text\":\"
{\\\"success\\\":true, \\\"url\\\":\\\"https://developer.hashicorp.com/vault
/docs\\\", \\\"title\\\":\\\"Vault F=@RXH |{RFEFE |HashiCorp H&® --- Vault
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HSMANN", \\\"article\\\": {\\\"title\\\":\\\"Vault product documentation |
Vault | HashiCorp
Developer\\\", \\\"byline\\\":null, \\\"siteName\\\":\\\"Vault product
documentation | Vault | HashiCorp Developer\\\",\\\"excerpt\\\":\\\"Vault
product and reference documentation covering key concepts, guides for
common tasks, and best
practices.\\\", \\\"lang\\\":\\\"en\\\"}, \\\"metadata\\\":
{(\N\\"title\\\":\\\"Vault F@RXHH |{RFEFE |HashiCorp F&® --- Vault product
documentation | Vault | HashiCorp
Developer\\\", \\\"description\\\":\\\"Vault product and reference
documentation covering key concepts, guides for common tasks, and best
practices.\\\",\\\"author\\\" :\\\"\\\", \\\"keywords\\\" : \\\"\\\",\\\"publis
hed \\\" :\\\"\\\", \\\"siteName\\\":\\\"Vault product documentation | Vault |
HashiCorp Developer\\\"}}\"}],\"isError\":false}}"
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» streamable-mcp-server: chrome_get_web_content

"params": {
"htmlContent": true
bo
"response": {
"content": [
{

"type": "text",

"text": "{\"status\":\"success\", \"message\":\"Tool executed
successfully\", \"data\": {\"content\": [{\"type\":\"text\", \"text\":\"
{\\\"success\\\":true, \\\"url\\\":\\\"https://developer.hashicorp.com/vault
/docs\\\", \\\"title\\\":\\\"Vault F@mXHH |{RFEE |HashiCorp A& --- Vault
product documentation | Vault | HashiCorp
Developer\\\", \\\"htmlContent\\\":\\\"<html
xmlns=\\\\\\\"http://www.w3.0rg/1999/xhtmI\\\\\\\" Iang=\\\\\\\"en\\\\\\\"
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class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"IN\NNN\N\"> </ font></font></font></span></a></li><li><a aria-
label=\\\\\\\"Vault CLIN\\\\\\" class=\\\\\\\"primary-nav-link root RXZIC
g-focus-ring-from-box-shadow-dark\\\\\\\"
href=\\\\\\\"/vault/docs/commands\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium primary-nav-link linkText 5800C\\\\\\\">CLI</span></a></li><li><a
aria-label=\\\\\\\"Vault APIs\\\\\\\" class=\\\\\\\"primary-nav-
link root RXZIC g-focus-ring-from-box-shadow-dark\\\\\\\"
href=\\\\\\\"/vault/api-docs\\\\\\\"><span class=\\\\\\\"text root rODFB
hds-typography-body-200 hds-font-weight-medium primary-nav-

link linkText 5800C\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none

immersive-translate-target-translation-inline-wrapper-theme-none immersive-

translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-inner immersive-

translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">ZEEE</font></font>
</font></span></a></1li><1i><div class=\\\\\\\"product-page-
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content navDropdown UZHHM\\\\\\\"><nav aria-label=\\\\\\\"Main\\\\\\\"
data-orientation=\\\\\\\"horizontal\\\\\\\" dir=\\\\\\\"1tr\\\\\\\"><div
class=\\\\\\\"sandbox-dropdown root gb85W theme-1ight\\\\\\\"><div
class=\\\\\\\"sandbox-dropdown activatorWrapper cRYfX\\\\\\\"><button
aria-controls=\\\\\\\"sandbox-dropdown-menu-react-aria-327\\\\\\\" aria-
expanded=\\\\\\\"false\\\\\\\" aria-label=\\\\\\\"Vault Sandbox\\\\\\\"
class=\\\\\\\"sandbox-dropdown activator té6ucA g-focus-ring-from-box-
shadow-dark\\\\\\\"><span class=\\\\\\\"text root rODFB hds-typography-
body-200 hds-font-weight-medium sandbox-

dropdown activatorText £ O7x\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-wrapper\\\\\\\" I1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-

translate-target-translation-theme-none-inner\\\\\\\" data-immersive-

_~

translate-translation-element-mark=\\\\\\\"I\\\\\\\">P&E</font></font>
</font></span><span data-placeholder=\\\\\\\"svg-1icon\\\\\\\">[SVG Icon]
</span></button></div></div></nav></div></1li><li><a aria-
label=\\\\\\\"Vault Integrations\\\\\\\" class=\\\\\\\"primary-nav-

link root RXZIC g-focus-ring-from-box-shadow-dark\\\\\\\"
href=\\\\\\\"/vault/integrations\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium primary-nav-1link linkText 5800C\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">EEmf</font></font></font></span></a></li><li><a aria-
label=\\\\\\\"Vault Try Cloud\\\\\\\" class=\\\\\\\"primary-nav-

link root RXZIC g-focus-ring-from-box-shadow-dark\\\\\\\" aria-
describedby=\\\\\\\"opens-in-new-tab-label-react-aria-329\\\\\\\"
target=\\\\\\\"_ blank\\\\\\\"
href=\\\\\\\"https://portal.cloud.hashicorp.com/sign-up\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium primary-nav-1link linkText 5800C\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">i{HZ=</font></font></font></span><span data-
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></a><span
class=\\\\\\\"g-screen-reader-only\\\\\\\" 1id=\\\\\\\"opens-in-new-tab-
label-react-aria-329\\\\\\\"> (opens in new tab)</span></li></ul></div>
</nav></div></div><div class=\\\\\\\"navigation-
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header rightSide  Vvh \\\\\\\"><button aria-label=\\\\\\\"Search\\\\\\\"
class=\\\\\\\"command-bar-activator root ggVMy g-focus-ring-from-box-
shadow-dark\\\\\\\"><span class=\\\\\\\"command-bar-
activator left ATQTg\\\\\\\"><span class=\\\\\\\"command-bar-

activator leadingIcon JECP5\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span></span><span class=\\\\\\\"text root rODFB
hds-typography-body-200 hds-font-weight-regular command-bar-
activator text pTZN \\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">##Z</font></font>
</font></span></span><span class=\\\\\\\"command-bar-

activator right XejfJ\\\\\\\"><span class=\\\\\\\"g-screen-reader-
only\\\\\\\">Command or control key</span><span aria-
hidden=\\\\\\\"true\\\\\\\" class=\\\\\\\"badge root  Z7Nt

badge small GIOZk badge filled-neutral-dark-mode VC3Ba command-bar-
activator keyBadge xnKpi\\\\\\\"><div class=\\\\\\\"cmd-ctrl-

icon root = TToz\\\\\\\"><span data-placeholder=\\\\\\\"svg-icon\\\\\\\">
[SVG Icon]</span></div></span><span class=\\\\\\\"g-screen-reader-
only\\\\\\\">K key</span><span aria-hidden=\\\\\\\"true\\\\\\\"
class=\\\\\\\"badge root Z7Nt badge small GIOZk badge filled-neutral-
dark-mode VC3Ba command-bar-activator keyBadge =xnKpi\\\\\\\"><div
class=\\\\\\\"k-icon root a S5pR\\\\\\\"><span data-
placeholder=\\\\\\\"svg—icon\\\\\\\">[SVG Icon]</span></div></span></span>
</button><div class=\\\\\\\"navigation-

header authenticationControls EPILY\\\\\\\"><diwv
class=\\\\\\\"disclosure root rcBaW dropdown-disclosure root pzZlN

dropdown-disclosure list-position--right WP Kj\\\\\\\"><button aria-
controls=\\\\\\\"disclosure-react-aria-330-content\\\\\\\" aria-
expanded=\\\\\\\"false\\\\\\\" aria-label=\\\\\\\"User menul\\\\\\\"
class=\\\\\\\"disclosure activator pORIO activator root pOfAQ dropdown-

disclosure activator nGgNo navigation-

header userDropdownDisclosureActivator RayIV g-focus-ring-from-box-shadow-
dark activator hasIcon 5HO6W g-focus-ring-from-box-shadow\\\\\\\"><span
class=\\\\\\\"activator childrenWrapper kaKOw\\\\\\\"><span data-
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></span><span
class=\\\\\\\"activator chevronWrapper 4 AVG\\\\\\\"><span data-
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></span></button><div
class=\\\\\\\"disclosure contentContainer QQ4kt dropdown-

disclosure content ZZRPG undefined\\\\\\\" id=\\\\\\\"disclosure-react-
aria-330-content\\\\\\\"><ul class=\\\\\\\"dropdown-
disclosure list urBXU\N\A\\\\"><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><button class=\\\\\\\"list-item button nXy5K g-
focus-ring-from-box-shadow\\\\\\\"><span class=\\\\\\\"text root rODFB
hds-typography-body-200 hds-font-weight-medium\\\\\\\">Sign in</span>
</button></1i><1i class=\\\\\\\"list-item root ZdUej\\\\\\\"><a
class=\\\\\\\"list-item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/sign-up\\\\\\\"><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">Sign up</span></a></1li>
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<1li class=\\\\\\\"list-item root ZdUej\\\\\\\"><hr class=\\\\\\\"list-
item separator c¢BVLs\\\\\\\" /></1i><1i class=\\\\\\\"list-

item root ZdUej user-dropdown-switcher listItem O GIj hds-font-weight-
medium\\\\\\\"><label class=\\\\\\\"theme-switcher label 7Boh2 hds-
typography-body-200\\\\\\\" for=\\\\\\\"react-aria-
332\\\\\\\">Theme</label><div class=\\\\\\\"theme-

switcher root hYLSI\\\\\\\"><span class=\\\\\\\"theme-

switcher themeIcon CX1Zj\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span></span><select class=\\\\\\\"theme-

switcher select c¢lj 8 g-focus-ring-from-box-shadow-dark hds-font-weight-
medium hds-typography-body-100\\\\\\\" 1d=\\\\\\\"react-aria-332\\\\\\\">
<option value=\\\\\\\"dark\\\\\\\">Dark</option><option
value=\\\\\\\"1ight \\\\\\\">Light</option><option
value=\\\\\\\"system\\\\\\\">System</option></select><span
class=\\\\\\\"theme-switcher trailingIcon fW6AC\\\\\\\"><span data-
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></span></div></1i>
</ul></div></div></div><button aria-label=\\\\\\\"Open navigation
menu\\\\\\\" class=\\\\\\\"navigation-

header mobileMenuButton 7454w \\\\\\\"><span data-placeholder=\\\\\\\"svg-
1icon\\\\\\\">[SVG Icon]</span></button></div></header></div><div
class=\\\\\\\"base-layout contentArea BMvOn\\\\\\\"><div
class=\\\\\\\"sidebar-sidecar-layout root h5rD8 sidebar-sidecar-

layout mainWidth-wide TwGg8\\\\\\\"><div class=\\\\\\\"mobile-menu-
container root fPUFu sidebar-sidecar-

layout sidebarContainer 4fcF8\\\\\\\"><div class=\\\\\\\"sidebar-sidecar-
layout sidebarContentWrapper ftn5g\\\\\\\"><div class=\\\\\\\"g-show-with-
mobile-menu mobile-menu-container mobileAuthenticationControlsWrap 8l1Ap2
sidebar-sidecar-layout mobileAuthControlsContainer ddlYG sidebar-sidecar-
layout sidePadding iwNw \\\\\\\"><div class=\\\\\\\"mobile-menu-
container unauthenticatedControls CJQpx\\\\\\\"><div class=\\\\\\\"mobile-
menu-container unauthenticatedControlButtons JLKuK\\\\\\\"><button
class=\\\\\\\"button root 1itF9E hds-font-weight-medium

button medium Cm2eg button primary rds5g\\\\\\\"
type=\\\\\\\"button\\\\\\\"><span>Sign In</span></button><a
class=\\\\\\\"button-1link root  GwxM hds-font-weight-medium button-

link medium a2 tZ button-link secondary 5TbLU\\\\\\\" href=\\\\\\\"/sign-
up\\\\\\\">Sign Up</a></div><div class=\\\\\\\"mobile-menu-

container themeSwitcher xglMF hds-font-weight-medium\\\\\\\"><label
class=\\\\\\\"theme-switcher label 7Boh2 hds-typography-body-200\\\\\\\"
for=\\\\\\\"react-aria-334\\\\\\\">Theme</label><div class=\\\\\\\"theme-
switcher root hYLSI\\\\\\\"><span class=\\\\\\\"theme-

switcher themeIcon CXI1ZJj\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span></span><select class=\\\\\\\"theme-

switcher select c¢lj 8 g-focus-ring-from-box-shadow-dark hds-font-weight-
medium hds-typography-body-100\\\\\\\" 1id=\\\\\\\"react-aria-334\\\\\\\">
<option value=\\\\\\\"dark\\\\\\\">Dark</option><option
value=\\\\\\\"1ight \\\\\\\">Light</option><option
value=\\\\\\\"system\\\\\\\">System</option></select><span
class=\\\\\\\"theme-switcher trailingIcon fW6AC\\\\\\\"><span data-
placeholder=\\\\\\\"svg-1con\\\\\\\">[SVG Icon]</span></span></div></div>
</div></div><div class=\\\\\\\"sidebar-sidecar-

layout sidePadding iwNw \\\\\\\"><div
class=\\\\\\\"sidebar sidebar  fTIC\\\\\\\"><div

class=\\\\\\\"sidebar backToLinkWrapper F6iLs\\\\\\\"><div
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class=\\\\\\\"sidebar-back-to-1link root z HFI\\\\\\\"><a
class=\\\\\\\"standalone-1link standaloneLink ahuej g-focus-ring-from-box-
shadow standalone-link primary ESNCAN\\\\\\" href=\\\\\\\"/vault\\\\\\\">
<div class=\\\\\\\"standalone-link standaloneLinkContents 4I2XN
standalone-1link medium J2yVM\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span><span class=\\\\\\\"standalone-

link text 7GEyG\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">Vault FDTi</font>
</font></font></span></div></a></div></div><div

class=\\\\\\\"sidebar filterInputWrapper 0 1 Y\\\\\\\"><div
class=\\\\\\\"filter-input filterInputContainer thZt3\\\\\\\"><span
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span><input
class=\\\\\\\"filter-input filterInput hga4N g-focus-ring-from-box-
shadow\\\\\\\" placeholder=\\\\\\\"Filter sidebar\\\\\\\"
autocomplete=\\\\\\\"ofE\\\\\\\" autocorrect=\\\\\\\"of£\\\ NN\
autocapitalize=\\\\\\\"none\\\\\\\" spellcheck=\\\\\\\"false\\\\\\\"
value=\\\\\\\"\\\\\\\" /></div></div><nav aria-labelledby=\\\\\\\"sidebar-
label\\\\\\\" class=\\\\\\\"sidebar nav  IworY\\\\\\\" id=\\\\\\\"sidebar-
nav\\\\\\\"><div class=\\\\\\\"g-screen-reader-only\\\\\\\"><h2
class=\\\\\\\"sidebar-headings root tGExXC\\\\\\\" id=\\\\\\\"sidebar-
label \\\\\\\">Documentation</h2></div><ul
class=\\\\\\\"sidebar navList 4Rg4g\\\\\\\"><1li><a aria-
current=\\\\\\\"page\\\\\\\" class=\\\\\\\"sidebar-nav-highlight-

item root  pPhp g-focus-ring-from-box-shadow sidebar-nav-highlight-

item theme-vault GzzUx\\\\\\\" href=\\\\\\\"/vault/docs\\\\\\\"><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span><span
class=\\\\\\\"sidebar-nav-highlight-item text VORFJ hds-typography-body-
200\ \\\\\\"><font class=\\\\\\\"notranslate immersive-translate-target-
wrapper \\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-translation-theme-none immersive-translate-
target-translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\NN\\N\">3 </ font></font></font></span></a></1i><1li
id=\\\\\\\"sidebar-nav-item-0\\\\\\\"><button class=\\\\\\\"sidebar-nav-

menu-item sidebarNavMenulItem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
1d=\\\\\\\"sidebar-nav-item-0-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
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translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">XF Vvault</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></11><1i 1d=\\\\\\\"sidebar-nav-item-11\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" id=\\\\\\\"sidebar-nav-item-11-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CNA\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\NNWN\">KkE KFR</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></11><1i 1d=\\\\\\\"sidebar-nav-item-17\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" id=\\\\\\\"sidebar-nav-item-17-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\N\NNWN\">KEBEE S </ font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></11><1i 1d=\\\\\\\"sidebar-nav-item-59\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" id=\\\\\\\"sidebar-nav-item-59-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-

regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"INNNNWN"SHRIEA </ font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></11><1i 1d=\\\\\\\"sidebar-nav-item-64\\\\\\\"><button
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class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" id=\\\\\\\"sidebar-nav-item-64-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">EIARIEFT</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-71\\\\\\\"><hr
class=\\\\\\\"sidebar-horizontal-rule root UY7oh\\\\\\\" /></1i><1i
1d=\\\\\\\"sidebar-nav-item-72\\\\\\\"><h3 class=\\\\\\\"sidebar-

headings root tGExC\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" I1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">#2{E</font></font>
</font></h3></1i><1i 1d=\\\\\\\"sidebar-nav-item-73\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" 1id=\\\\\\\"sidebar-nav-item-73-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">FKBY vault</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-1icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i 1id=\\\\\\\"sidebar-nav-item-80\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" 1id=\\\\\\\"sidebar-nav-item-80-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-

regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
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translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">FRJIEE</ font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span class=\\\\\\\"g-screen-reader-only\\\\\\\">ENT</span><span aria-
hidden=\\\\\\\"true\\\\\\\" class=\\\\\\\"badge root  Z7Nt

badge small GI0Zk badge filled-neutral NhUWO\\\\\\\"><span><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">HEMEHl</font></font></font></span></span><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div></button>
</1i><1i i1d=\\\\\\\"sidebar-nav-item-88\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenulItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" id=\\\\\\\"sidebar-nav-item-88-button\\\\\\\" aria-
controls=\\\\\\\"sidebar-nav-item-88-11ist\\\\\\\" aria-
expanded=\\\\\\\"true\\\\\\\"><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-regular sidebar-nav-menu-

item navMenuItemLabel tJHwX\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-wrapper \\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">BE2E&E vault</font>
</font></font></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span></div></button><ul id=\\\\\\\"sidebar-nav-
item=-88-1ist\\\\\\\"><1i 1id=\\\\\\\"sidebar-nav-item-89\\\\\\\"><a
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/configuration\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-

weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">SHHPR</font></font></font></span></a></1li><1li
1d=\\\\\\\"sidebar-nav-item-90\\\\\\\"><a class=\\\\\\\"sidebar-nav-menu-
item sidebarNavMenulItem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/ui\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenulItemLabel tJHwX\\\\\\\"><font
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class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">GUI EE&E</font></font></font></span></a></li><1li
1d=\\\\\\\"sidebar-nav-item-9I\\\\\\\"><a class=\\\\\\\"sidebar-nav-menu-
item sidebarNavMenuItem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/programmatic-best-practices\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\N\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target—-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1\\\\\\\">FEF{LRESLE</font>
</font></font></span></a></1i><1i 1id=\\\\\\\"sidebar-nav-item-92\\\\\\\"><a
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/programmatic-management\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-

weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1\\\\\\\">ARFE X EIBRIRE</font>
</font></font></span></a></1i><1i id=\\\\\\\"sidebar-nav-item-93\\\\\\\"><a
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box—shadow\\\\\\\" href=\\\\\\\"/vault/docs/configuration/prevent-
lease-explosions\\\\\\\"><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-regular sidebar-nav-menu-

item navMenuItemLabel tJHwWX\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-wrapper \\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1\\\\\\\">BAIEFELIBRIE</ font>
</font></font></span></a></1i><1i id=\\\\\\\"sidebar-nav-item-94\\\\\\\"><a
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
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from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/configuration/create-
lease-count-quota\\\\\\\"><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-regular sidebar-nav-menu-

item navMenuItemLabel tJHwX\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-wrapper\\\\\\\" 1lang=\\\\\\\"zh-CN\\\\\\\"><br
hidden=\\\\\\\"\\\\\\\" /><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-block-wrapper-theme-none immersive-translate-target-
translation-block-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"T\\\\\\\">BIZFLYi+ECHi</ font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span class=\\\\\\\"g-screen-reader-only\\\\\\\">ENT</span><span aria-
hidden=\\\\\\\"true\\\\\\\" class=\\\\\\\"badge root  Z7Nt

badge small GI0Zk badge filled-neutral NhUWO\\\\\\\"><span><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">HEMFl</font></font></font></span></span></div></a>
</1i><11 1id=\\\\\\\"sidebar-nav-item-95\\\\\\\"><a class=\\\\\\\"sidebar-
nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-from-box-
shadow\\\\\\\" href=\\\\\\\"/vault/docs/configuration/create-rate-limit-
quota\\\\\\\"><span class=\\\\\\\"text root r0ODFB hds-typography-body-200
hds-font-weight-regular sidebar-nav-menu-

item navMenuItemLabel tJHwX\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><br
hidden=\\\\\\\"\\\\\\\" /><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-block-wrapper-theme-none immersive-translate-target-
translation-block-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"IT\\\\\\\">GIiZ R RRHIEZLi</ font></font></font></span></a></1i>
<1i 1d=\\\\\\\"sidebar-nav-item-96\\\\\\\"><a class=\\\\\\\"sidebar-nav-

menu-item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/identity-based-rate-1imit\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\N\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
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translate-translation-element-mark=\\\\\\\"1\\\\\\\">RZERFIEE group by
</ font></font></font></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span class=\\\\\\\"g-screen-
reader-only\\\\\\\">ENT</span><span aria-hidden=\\\\\\\"true\\\\\\\"
class=\\\\\\\"badge root Z7Nt badge small GIOZk badge filled-

neutral NhUWO\\\\\\\"><span><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">EEMKzF}</font></font>
</font></span></span></div></a></1i><1i i1id=\\\\\\\"sidebar-nav-item-
97\\N\\\\\"><a class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenulItem PiyI8
g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/log-requests—-level \\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">fEE& B TMAVEKBFICE
</font></font></font></span></a></1i><1i id=\\\\\\\"sidebar-nav-item-
98\\\\\\\"><a class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenulItem PiyI8
g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/entropy-augmentation\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-

regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1\\\\\\\">F & {Hi80E</font></font>
</font></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span class=\\\\\\\"g-screen-
reader-only\\\\\\\">ENT</span><span aria-hidden=\\\\\\\"true\\\\\\\"
class=\\\\\\\"badge root Z7Nt badge small GI0Zk badge filled-

neutral NhUWO\\\\\\\"><span><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
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class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1\\\\\\\">EEM1zF}</font></font>
</font></span></span></div></a></1i><1i 1d=\\\\\\\"sidebar-nav-item-
99\\\\\\\"><h3 class=\\\\\\\"sidebar-headings root tGExC\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">EBET</font></font></font></h3></1i><1i
1id=\\\\\\\"sidebar-nav-item-100\\\\\\\"><a class=\\\\\\\"sidebar-nav-menu-
item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/adaptive-overload-
protection\\\\\\\"><span class=\\\\\\\"text root rODFB hds-typography-
body-200 hds-font-weight-regular sidebar-nav-menu-

item navMenuItemLabel tJHwWX\\\\\\\">
<code>adaptive overload protection</code></span><div class=\\\\\\\"sidebar-
nav-menu-item rightIconsContainer hynke\\\\\\\"><span class=\\\\\\\"g-
screen-reader-only\\\\\\\">ENT</span><span aria-hidden=\\\\\\\"true\\\\\\\"
class=\\\\\\\"badge root Z7Nt badge small GI0Zk badge filled-

neutral NhUWO\\\\\\\"><span><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">HEMzFl</font></font>
</font></span></span></div></a></1i><1i i1id=\\\\\\\"sidebar-nav-item-

101N \\\\\\"><a class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenuItem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/kms-1library\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-

regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\">

<code>kms library</code></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span class=\\\\\\\"g-screen-
reader-only\\\\\\\">ENT</span><span aria-hidden=\\\\\\\"true\\\\\\\"
class=\\\\\\\"badge root Z7Nt badge small GIO0Zk badge filled-

neutral NhUWO\\\\\\\"><span><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper \\\\\\\" I1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">HEMzFl</font></font>
</font></span></span></div></a></1i><1i id=\\\\\\\"sidebar-nav-item-
102\\\\\\\"><button class=\\\\\\\"sidebar-nav-menu-
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item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
1id=\\\\\\\"sidebar-nav-item-102-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\">
<code>listener</code></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span></div></button></1i><1i id=\\\\\\\"sidebar-
nav-item—-108\\\\\\\"><a class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/replication\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\">
<code>replication</code></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span class=\\\\\\\"g-screen-
reader-only\\\\\\\">ENT</span><span aria-hidden=\\\\\\\"true\\\\\\\"
class=\\\\\\\"badge root Z7Nt badge small GIO0Zk badge filled-

neutral NhUWO\\\\\\\"><span><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">HEMzFl</font></font>
</font></span></span></div></a></1i><1i i1id=\\\\\\\"sidebar-nav-item-

109\ \\\\\\"><a class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenuItem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/reporting\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\">
<code>reporting</code></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span class=\\\\\\\"g-screen-
reader-only\\\\\\\">ENT</span><span aria-hidden=\\\\\\\"true\\\\\\\"
class=\\\\\\\"badge root Z7Nt badge small GI0Zk badge filled-

neutral NhUWO\\\\\\\"><span><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper \\\\\\\" I1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">HEMzFl</font></font>
</font></span></span></div></a></1i><1i id=\\\\\\\"sidebar-nav-item-

110\ \\\\\\"><button class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
id=\\\\\\\"sidebar-nav-item-110-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-

regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\">

<code>seal</code></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span></div></button></1i><1i id=\\\\\\\"sidebar-
nav-item-123\\\\\\\"><a class=\\\\\\\"sidebar-nav-menu-
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item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/sentinel\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\">
<code>sentinel</code></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span class=\\\\\\\"g-screen-
reader-only\\\\\\\">ENT</span><span aria-hidden=\\\\\\\"true\\\\\\\"
class=\\\\\\\"badge root Z7Nt badge small GI0Zk badge filled-

neutral NhUWO\\\\\\\"><span>ENT</span></span></div></a></1i><1i
1d=\\\\\\\"sidebar-nav-item-124\\\\\\\"><button class=\\\\\\\"sidebar-nav-
menu-item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
id=\\\\\\\"sidebar-nav-item-124-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenulItemLabel tJHwX\\\\\\\">
<code>service registration</code></span><div class=\\\\\\\"sidebar-nav-
menu-item rightIconsContainer hynke\\\\\\\"><span data-
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div></button></1i>
<1li 1d=\\\\\\\"sidebar-nav-item-129\\\\\\\"><button class=\\\\\\\"sidebar-
nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-from-box-

shadow \\\\\\\" id=\\\\\\\"sidebar-nav-item-129-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenulItemLabel tJHwX\\\\\\\">
<code>storage</code></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span></div></button></1i><1i id=\\\\\\\"sidebar-
nav-1tem-155\\\\\\\"><a class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenuItem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/telemetry\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenulItemLabel tJHwX\\\\\\\">
<code>telemetry</code></span></a></1i><1li id=\\\\\\\"sidebar-nav-item-

156 \\\\\\\"><a class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/configuration/user-lockout\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\">

<code>user lockout</code></span></a></1li></ul></1i><1i id=\\\\\\\"sidebar-
nav-item-157\\\\\\\"><button class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
id=\\\\\\\"sidebar-nav-item-157-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">EBEBIREE</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></11><1i 1d=\\\\\\\"sidebar-nav-item-224\\\\\\\"><button
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class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" id=\\\\\\\"sidebar-nav-item-224-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">HERERE</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-230\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" id=\\\\\\\"sidebar-nav-item-230-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">RFZEE</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-241\\\\\\\"><hr
class=\\\\\\\"sidebar-horizontal-rule root UY7oh\\\\\\\" /></1i><1i
1d=\\\\\\\"sidebar-nav-item-242\\\\\\\"><button class=\\\\\\\"sidebar-nav-

menu-item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
id=\\\\\\\"sidebar-nav-item-242-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">AZF</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-272\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenulItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" id=\\\\\\\"sidebar-nav-item-272-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\">Vault
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CLI</span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span></div></button></1i><1i id=\\\\\\\"sidebar-
nav-1item-400\\\\\\\"><button class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
1d=\\\\\\\"sidebar-nav-item-400-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\">Vault
GUI</span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span></div></button></1i><1i id=\\\\\\\"sidebar-
nav-item-407\\\\\\\"><button class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
1d=\\\\\\\"sidebar-nav-item-407-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">vault TH : KIEBEF{IE
</font></font></font></span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span></div></button></1i><1i id=\\\\\\\"sidebar-
nav-item—451\\\\\\\"><button class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
id=\\\\\\\"sidebar-nav-item-451-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"1\\\\\\\">Vault MCP BR$588</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span class=\\\\\\\"g-screen-reader-only\\\\\\\">BETA</span><span aria-
hidden=\\\\\\\"true\\\\\\\" class=\\\\\\\"badge root  Z7Nt

badge small GIOZk badge outlined-highlight POxJI\\\\\\\"><span><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-

inner\\\\\\\" data-immersive-translate-translation-element-
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mark=\\\\\\\"I\\\\\\\ "> FHhR</font></font></font></span></span><span data-
placeholder=\\\\\\\"svg-1con\\\\\\\">[SVG Icon]</span></div></button></1i>
<1i 1id=\\\\\\\"sidebar-nav-item-457\\\\\\\"><hr class=\\\\\\\"sidebar-
horizontal-rule root UY7oh\\\\\\\" /></1i><1i id=\\\\\\\"sidebar-nav-item-
458\ \\\\\\"><button class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
id=\\\\\\\"sidebar-nav-item-458-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">#1Z5|Z</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-554\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" 1d=\\\\\\\"sidebar-nav-item-554-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">WZRE L </font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span class=\\\\\\\"g-screen-reader-only\\\\\\\">ENT</span><span aria-
hidden=\\\\\\\"true\\\\\\\" class=\\\\\\\"badge root  Z7Nt

badge small GIO0Zk badge filled-neutral NhUWO\\\\\\\"><span><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">HE2MFl</font></font></font></span></span><span
data-placeholder=\\\\\\\"svg-1icon\\\\\\\">[SVG Icon]</span></div></button>
</1i><1i 1d=\\\\\\\"sidebar-nav-item-561\\\\\\\"><button

class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box—-shadow\\\\\\\" 1d=\\\\\\\"sidebar-nav-item-561-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
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1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">Z$AZ A\ </font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span class=\\\\\\\"g-screen-reader-only\\\\\\\">ENT</span><span aria-
hidden=\\\\\\\"true\\\\\\\" class=\\\\\\\"badge root  Z7Nt

badge small GIO0Zk badge filled-neutral NhUWON\\\\\\"><span><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">HEMFl</font></font></font></span></span><span
data-placeholder=\\\\\\\"svg-1icon\\\\\\\">[SVG Icon]</span></div></button>
</1i><1i id=\\\\\\\"sidebar-nav-item-566\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box—shadow\\\\\\\" 1d=\\\\\\\"sidebar-nav-item-566-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">AuthN FHix</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-1con\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-616\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box—shadow\\\\\\\" 1d=\\\\\\\"sidebar-nav-item-616-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-

weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font

class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"1\\\\\\\">FZHAFIER</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-1con\\\\\\\">[SVG Icon]</span></div>
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</button></1i><1i id=\\\\\\\"sidebar-nav-item-623\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" 1d=\\\\\\\"sidebar-nav-item-623-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenulItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\NN\\N\">Hfff</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-1icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-636\\\\\\\"><button
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" 1d=\\\\\\\"sidebar-nav-item-636-button\\\\\\\">
<span class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-
weight-regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">EFEHEE vault</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-641\\\\\\\"><hr
class=\\\\\\\"sidebar-horizontal-rule root UY7oh\\\\\\\" /></1i><1i
1d=\\\\\\\"sidebar-nav-item-642\\\\\\\"><button class=\\\\\\\"sidebar-nav-
menu-item sidebarNavMenuItem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
id=\\\\\\\"sidebar-nav-item-642-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">FEE</font></font></font></span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></div>
</button></1i><1i id=\\\\\\\"sidebar-nav-item-658\\\\\\\"><hr
class=\\\\\\\"sidebar-horizontal-rule root UY7oh\\\\\\\" /></1i><1i
id=\\\\\\\"sidebar-nav-item-659\\\\\\\"><button class=\\\\\\\"sidebar-nav-

menu-item sidebarNavMenultem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
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1d=\\\\\\\"sidebar-nav-item-659-button\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenulItemLabel tJHwX\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CNA\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">Vault Enterprise (ZERI) </font></font></font>
</span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span></div></button></1i><1i id=\\\\\\\"sidebar-
nav-item-707\\\\\\\"><hr class=\\\\\\\"sidebar-horizontal-

rule root UY7oh\\\\\\\" /></1i><1i id=\\\\\\\"sidebar-nav-item-

708N \\\\\\"><a class=\\\\\\\"sidebar-nav-menu-

item sidebarNavMenuItem PiyI8 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/glossary\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-

item navMenuItemLabel tJHwWX\\\\\\\">Glossary</span></a></1li></ul><hr
class=\\\\\\\"sidebar-horizontal-rule root UY7oh\\\\\\\" /><ul
class=\\\\\\\"sidebar navList 4Rg4g\\\\\\\"><1i><h3 class=\\\\\\\"sidebar-
headings root tGExC\\\\\\\">Resources</h3></1i><1i><a
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box—shadow\\\\\\\" href=\\\\\\\"/tutorials/library?

product=vault \\\\\\\"><span class=\\\\\\\"text root rODFB hds-typography-
body-200 hds-font-weight-regular sidebar-nav-menu-

item navMenulItemLabel tJHwX\\\\\\\">Tutorial Library</span></a></1li><1i><a
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" href=\\\\\\\"/certifications/security-
automation\\\\\\\"><span class=\\\\\\\"text root rODFB hds-typography-
body-200 hds-font-weight-regular sidebar-nav-menu-

item navMenuItemLabel tJHwX\\\\\\\">Certifications</span></a></1li><1li><a
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" href=\\\\\\\"/vault/sandbox\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-

item navMenulItemLabel tJHwX\\\\\\\">Sandbox</span></a></1i><1li><a aria-
label=\\\\\\\"Community Forum. Opens in a new tab.\\\\\\\"
class=\\\\\\\"sidebar-nav-menu-item sidebarNavMenuItem PiyI8 g-focus-ring-
from-box-shadow\\\\\\\" rel=\\\\\\\"noreferrer noopener\\\\\\\" aria-
describedby=\\\\\\\"opens-in-new-tab-label-react-aria-382\\\\\\\"
target=\\\\\\\"_ blank\\\\\\\"
href=\\\\\\\"https://discuss.hashicorp.com/c/vault/30\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-

regular sidebar-nav-menu-item navMenultemLabel tJHwX\\\\\\\">Community

Forum</span><div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1icon\\\\\\\">[SVG Icon]</span></div></a><span class=\\\\\\\"g-screen-
reader-only\\\\\\\" 1id=\\\\\\\"opens-in-new-tab-label-react-aria-
382\\\\\\\"> (opens in new tab)</span></li><li><a aria-
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label=\\\\\\\"Support. Opens in a new tab.\\\\\\\" class=\\\\\\\"sidebar-
nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-from-box-

shadow \\\\\\\" rel=\\\\\\\"noreferrer noopener\\\\\\\" aria-
describedby=\\\\\\\"opens-in-new-tab-label-react-aria-383\\\\\\\"
target=\\\\\\\" blank\\\\\\\"
href=\\\\\\\"https://www.hashicorp.com/customer-success\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-

item navMenultemLabel tJHwX\\\\\\\">Support</span><div
class=\\\\\\\"sidebar-nav-menu-item rightIconsContainer hynke\\\\\\\">
<span data-placeholder=\\\\\\\"svg-1icon\\\\\\\">[SVG Icon]</span></div></a>
<span class=\\\\\\\"g-screen-reader-only\\\\\\\" id=\\\\\\\"opens-in-new-
tab-label-react-aria-383\\\\\\\">(opens in new tab)</span></1i><li><a aria-
label=\\\\\\\"GitHub. Opens in a new tab.\\\\\\\" class=\\\\\\\"sidebar-
nav-menu-item sidebarNavMenultem PiyI8 g-focus-ring-from-box-
shadow\\\\\\\" rel=\\\\\\\"noreferrer noopener\\\\\\\" aria-
describedby=\\\\\\\"opens-in-new-tab-label-react-aria-384\\\\\\\"
target=\\\\\\\"_ blank\\\\\\\"
href=\\\\\\\"https://github.com/hashicorp/vault\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
regular sidebar-nav-menu-item navMenuItemLabel tJHwX\\\\\\\">GitHub</span>
<div class=\\\\\\\"sidebar-nav-menu-

item rightIconsContainer hynke\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span></div></a><span class=\\\\\\\"g-screen-
reader-only\\\\\\\" 1id=\\\\\\\"opens-in-new-tab-label-react-aria-

384 \\\\\\\"> (opens in new tab)</span></li></ul></nav></div></div></div>
</div><div class=\\\\\\\"sidebar-sidecar-

layout contentWrapper Z5BK4\\\\\\\"><div class=\\\\\\\"sidebar-sidecar-
layout paddedAreaWrapper S FEA\\\\\\\"><div class=\\\\\\\"sidebar-sidecar-
layout breadcrumbContainer 3uz7P\\\\\\\"><div class=\\\\\\\"sidebar-
sidecar-layout breadcrumbMaxWidth coOcuN\\\\\\"><nav aria-
label=\\\\\\\"Breadcrumb\\\\\\\" class=\\\\\\\"breadcrumb-

bar root wd C5\\\\\\\"><ol class=\\\\\\\"breadcrumb-

bar listRoot 8eupO\\\\\\\"><1i class=\\\\\\\"text root rODFB hds-
typography-body-100 hds-font-weight-medium breadcrumb-

bar listItem 2sevd\\\\\\\"><a class=\\\\\\\"breadcrumb-

bar breadcrumbText JvOrd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/\\\\\\\"><font class=\\\\\\\"notranslate immersive-translate-
target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none

immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">H%& AB</font></font>
</font></a></1i><1i class=\\\\\\\"text root rODFB hds-typography-body-100
hds-font-weight-medium breadcrumb-bar listItem 2sevd\\\\\\\"><a
class=\\\\\\\"breadcrumb-bar breadcrumbText JvOrd g-focus-ring-from-box-
shadow \\\\\\\" href=\\\\\\\"/vault\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-wrapper\\\\\\\" I1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-

translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
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translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">[FE</font></font>
</font></a></1i><1li class=\\\\\\\"text root rODFB hds-typography-body-100
hds-font-weight-medium breadcrumb-bar listItem 2sevd\\\\\\\"><span
class=\\\\\\\"breadcrumb-bar breadcrumbText JvOrd g-focus-ring-from-box-
shadow\\\\\\\" aria-current=\\\\\\\"page\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">XH</font></font></font></span></1li></0l></nav>
</div></div><div class=\\\\\\\"sidebar-sidecar-

layout mainAndSidecar UDm3Z\\\\\\\"><main 1d=\\\\\\\"main\\\\\\\"
class=\\\\\\\"sidebar-sidecar-layout main O0SN5I\\\\\\\"><div><header><div
class=\\\\\\\"docs-page-heading root QuBg \\\\\\\"><div
class=\\\\\\\"docs-page-heading versionSwitcherWrapper bdlIWI\\\\\\\"><nav>
<div class=\\\\\\\"disclosure root rcBaW dropdown-disclosure root pzZIlN
dropdown-disclosure list-position--right WP Kj version-

switcher root S5pTE6\\\\\\\"><button aria-controls=\\\\\\\"disclosure-
react-aria-346-content\\\\\\\" aria-expanded=\\\\\\\"false\\\\\\\" aria-
label=\\\\\\\"Choose a Vault Documentation version. Currently viewing
v1.21.x (latest) .\\\\\\\" class=\\\\\\\"button root 1tFI9E hds-font-weight-
medium button medium CmZeg button secondary m5f71

disclosure activator pORIO activator root pOfAQ dropdown-

disclosure activator nGgNo\\\\\\\" type=\\\\\\\"button\\\\\\\"><span><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"IN\N\\\\">v1.21.x ( EREThRA ) </font></font></font></span><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></button><div
class=\\\\\\\"disclosure contentContainer 0Q4kt dropdown-

disclosure content ZZRPG undefined\\\\\\\" id=\\\\\\\"disclosure-react-
aria-346-content\\\\\\\"><ul class=\\\\\\\"dropdown-
disclosure list urBXU\N\\\\\\"><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><span class=\\\\\\\"text root rODFB hds-
typography-body-100 hds-font-weight-semibold list-

item label 9AZsc\\\\\\\">Vault</span></1i><1li class=\\\\\\\"list-

item root ZdUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1.20.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.20.x</span></a></1i>
<li class=\\\\\\\"list-item root__ZdUej\\\\\\\"><a class=\\\\\\\"list-
item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
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href=\\\\\\\"/vault/docs/v1.19.x\\\\\\\" rel=\\\\\\\"nofollow\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium\\\\\\\">v1.19.x</span></a></1i><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1.18.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.18.x</span></a></11i>
<li class=\\\\\\\"list-item root ZdUej\\\\\\\"><a class=\\\\\\\"list-
item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/v1.17.x\\\\\\\" rel=\\\\\\\"nofollow\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium\\\\\\\">v1.17.x</span></a></1i><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1.16.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span class=\\\\\\\"text root_ rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.16.x</span></a></1i>
<1li class=\\\\\\\"list-item root ZdUej\\\\\\\"><span
class=\\\\\\\"text root rODFB hds-typography-body-100 hds-font-weight-
semibold list-item label 9AZsc\\\\\\\"><hr class=\\\\\\\"separator Qz7bd
spacing-0_ W5S5NOO\\\\\\\" /></span></1i><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><span class=\\\\\\\"text root rODFB hds-
typography-body-100 hds-font-weight-semibold list-

item label 9AZsc\\\\\\\"><div class=\\\\\\\"alert J7ZRS type-

compact ptTlw color-critical 3hsOB\\\\\\\" role=\\\\\\\"alert\\\\\\\"
aria-1ive=\\\\\\\"polite\\\\\\\" aria-labelledby=\\\\\\\":rd4f :\\\\\\\"><div
class=\\\\\\\"icon vbZHA\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span></div><div

class=\\\\\\\"content OFEM2\\\\\\\"><div class=\\\\\\\"text qorMN mds-
typography-legacy-body-100\\\\\\\"><div class=\\\\\\\"description PMywu
mds-typography-font-weight-regular mds-foreground-primary\\\\\\\"
1d=\\\\\\\":r4f:\\\\\\\">No versions of this document exist before vl.16.
Click below to redirect to the version homepage.</div></div></div></div>
</span></1i><1i class=\\\\\\\"list-item root ZdUej\\\\\\\"><a
class=\\\\\\\"list-item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/v1.15.x\\\\\\\" rel=\\\\\\\"nofollow\\\\\\\"><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium\\\\\\\">v1.15.x</span></a></1i><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1.14.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.14.x</span></a></1i>
<1li class=\\\\\\\"list-item root ZdUej\\\\\\\"><a class=\\\\\\\"list-
item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/v1.13.x\\\\\\\" rel=\\\\\\\"nofollow\\\\\\\"><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium\\\\\\\">v1.13.x</span></a></1i><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1.12.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.12.x</span></a></1i>
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<1li class=\\\\\\\"list-item root ZdUej\\\\\\\"><a class=\\\\\\\"list-
item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/v1.11.x\\\\\\\" rel=\\\\\\\"nofollow\\\\\\\"><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium\\\\\\\">v1.11l.x</span></a></1i><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1.10.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span data-placeholder=\\\\\\\"svg-
icon\\\\\\\">[SVG Icon]</span><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.10.x</span></a></1i>
<1li class=\\\\\\\"list-item root ZdUej\\\\\\\"><a class=\\\\\\\"list-
item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/v1.9.x\\\\\\\" rel=\\\\\\\"nofollow\\\\\\\"><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium\\\\\\\">v1.9.x</span></a></1i><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1.8.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.8.x</span></a></1li>
<1li class=\\\\\\\"list-item root ZdUej\\\\\\\"><a class=\\\\\\\"list-
item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/v1.7.x\\\\\\\" rel=\\\\\\\"nofollow\\\\\\\"><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium\\\\\\\">v1l.7.x</span></a></1i><1i class=\\\\\\\"list-

item root ZdUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1l.6.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.6.x</span></a></1i>
<1li class=\\\\\\\"list-item root ZdUej\\\\\\\"><a class=\\\\\\\"list-
item link 161Dd g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs/v1.5.x\\\\\\\" rel=\\\\\\\"nofollow\\\\\\\"><span
data-placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span><span
class=\\\\\\\"text root rODFB hds-typography-body-200 hds-font-weight-
medium\\\\\\\">v1l.5.x</span></a></1i><1i class=\\\\\\\"list-

item root 2dUej\\\\\\\"><a class=\\\\\\\"list-item link 161Dd g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs/v1.4.x\\\\\\\"
rel=\\\\\\\"nofollow\\\\\\\"><span data-placeholder=\\\\\\\"svg-
1con\\\\\\\">[SVG Icon]</span><span class=\\\\\\\"text root rODFB hds-
typography-body-200 hds-font-weight-medium\\\\\\\">v1.4.x</span></a></1i>
</ul></div></div></nav></div><div class=\\\\\\\"docs-page-

heading pageHeadingWrapper LEMQ7\\\\\\\"><div class=\\\\\\\"docs-landing-
hero root F2hg6 docs-landing-hero hasSubtitle CfTS8\\\\\\\"><span
class=\\\\\\\"icon-tile root ShCOs icon-tile size-extra-large OpFeU icon-
tile color-vault 30MFe docs-landing-hero icon 4GYZD\\\\\\\"><span data-
placeholder=\\\\\\\"svg-1con\\\\\\\">[SVG Icon]</span></span><div><hl
class=\\\\\\\"hds-typography-display-600 hds-font-weight-bold docs-landing-
hero pageTitle CbfYj g-offset-scroll-margin-top\\\\\\\" id=\\\\\\\"vault-
documentation\\\\\\\"><font class=\\\\\\\"notranslate immersive-translate-
target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
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class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target—-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">Vault X#j</font>
</font></font></hl><p class=\\\\\\\"text root rODFB hds-typography-body-
300 hds-font-weight-regular docs-landing-hero pageSubtitle 7Wrei\\\\\\\">
<font class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">EFRYIZZIE, LHKRIBEIL.
REEMEIL. FREPRZEHIZEEEMM, </font></font></font></p></div></div>
</div></div><div class=\\\\\\\"hero iconCardGridLink w8FJ \\\\\\\"><ul
class=\\\\\\\"icon-card-link-grid root DblrCJI\\\\\\\"><1li><div
class=\\\\\\\"hds-surface-mid card root RygjV card-link root =xgxTP icon-
card-link root Bh28M\\\\\\\"><a aria-label=\\\\\\\"CLI\\\\\\\"
class=\\\\\\\"card-1link anchor  5xoF\\\\\\\"
href=\\\\\\\"/vault/docs/commands\\\\\\\"><span aria-
hidden=\\\\\\\"true\\\\\\\"> </span></a><span class=\\\\\\\"icon-card-

link icon nXI12M\\\\\\\"><span data-placeholder=\\\\\\\"svg-icon\\\\\\\">
[SVG Icon]</span></span><span class=\\\\\\\"icon-card-1link text OBpCH hds-
typography-body-200\\\\\\\">CLI</span></div></1i><1i><div
class=\\\\\\\"hds-surface-mid card root RygjV card-link root =xgxTP icon-
card-link root Bh28M\\\\\\\"><a aria-label=\\\\\\\"APIs\\\\\\\"
class=\\\\\\\"card-1link anchor  5xoF\\\\\\\" href=\\\\\\\"/vault/api-
docs\\\\\\\"><span aria-hidden=\\\\\\\"true\\\\\\\"> </span></a><span
class=\\\\\\\"icon-card-link icon nXI12M\\\\\\\"><span data-
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></span><span
class=\\\\\\\"icon-card-link text OBpCH hds-typography-body-200\\\\\\\">
<font class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">ZEEE</font></font></font></span></div></li></ul>
</div></header><div class=\\\\\\\"marketing-content root DE3hU\\\\\\\"><h2
class=\\\\\\\"hds-typography-display-400 hds-font-weight-bold autosized-
heading-block root 4yPdg g-offset-scroll-margin-top autosized-heading-
block h2 xjxpZ section-heading-block root RSPyk\\\\\\\" id=\\\\\\\"run-
vault-on-the-hashicorp-cloud-platform- (hcp) \\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none

immersive-translate-target-translation-block-wrapper-theme-none immersive-
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translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">#E HashiCorp =¥A&H
(HCP) LI1B1T vault</font></font></font></h2><ul class=\\\\\\\"cards-grid-
list listRoot xMWpJ cards-grid-list minWidthMode cPnEx\\\\\\\"><1i><div
class=\\\\\\\"hds-surface-mid card root RygjV card-link root =xgxTP icon-
card-link root Bh28M\\\\\\\"><a aria-label=\\\\\\\"Vault Dedicated\\\\\\\"
class=\\\\\\\"card-1link anchor  5xoF\\\\\\\"
href=\\\\\\\"/hcp/docs/vault/what-is-hcp-vault\\\\\\\"><span aria-
hidden=\\\\\\\"true\\\\\\\"> </span></a><span class=\\\\\\\"icon-card-

link icon_ nXI12M\\\\\\\"><span data-placeholder=\\\\\\\"svg-icon\\\\\\\">
[SVG Icon]</span></span><span class=\\\\\\\"icon-card-1link text OBpCH hds-
typography-body-200\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target—-inner immersive-

translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">{RFEEEMH</font></font>
</font></span></div></1i><1i><div class=\\\\\\\"hds-surface-mid

card root RyqgjV card-link root =xgxTP icon-card-1link root Bh28M\\\\\\\">
<a aria-label=\\\\\\\"Vault Radar\\\\\\\" class=\\\\\\\"card-

link anchor = 5xoF\\\\\\\" href=\\\\\\\"/hcp/docs/vault-radar\\\\\\\"><span

aria-hidden=\\\\\\\"true\\\\\\\"> </span></a><span class=\\\\\\\"icon-card-
link icon_ nXI12M\\\\\\\"><span data-placeholder=\\\\\\\"svg-icon\\\\\\\">
[SVG Icon]</span></span><span class=\\\\\\\"icon-card-1link text OBpCH hds-
typography-body-200\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target—-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">EFEFIA</font></font>
</font></span></div></1i></ul><h2 class=\\\\\\\"hds-typography-display—-400
hds-font-weight-bold autosized-heading-block root 4yPdg g-offset-scroll-
margin-top autosized-heading-block h2 xjxpZ section-heading-

block root RSPyk\\\\\\\" id=\\\\\\\"why-use-vault\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">RFA{EH vault ? </font></font></font></h2><div
class=\\\\\\\"card-grid-block root yDdm \\\\\\\"><ul class=\\\\\\\"cards-
grid-list listRoot xMWpJ cards-grid-list minWidthMode cPnEx cards-grid-
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list allowThreeColumns tkPIX\\\\\\\"><1li><div class=\\\\\\\"hds-surface-
mid card root RyqjV card-link root xgxTP card-grid-

block cardsGridListCardLink dWIIF\\\\\\\"><a aria-label=\\\\\\\"Manage
static secrets\\\\\\\" class=\\\\\\\"card-link anchor  5xoF\\\\\\\"
href=\\\\\\\"/vault/docs/about-vault/why-use-vault/static-secrets\\\\\\\">
<span aria-hidden=\\\\\\\"true\\\\\\\"> </span></a><div><span
class=\\\\\\\"card-title text F97Wj hds-typography-body-200 hds-font-
weight-semibold\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">EIEFSHH</font>
</font></font></span></div><div class=\\\\\\\"card-
description root uR7ION\N\\\\\"><span class=\\\\\\\"truncate-max-
lines root gjolg card-description text 9YVkM hds-typography-body-200 hds-
font-weight-regular\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><br
hidden=\\\\\\\"\\\\\\\" /><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-block-wrapper-theme-none immersive-translate-target-
translation-block-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"1\\\\\\\">FEBFrFRFME. EEMMNZAHBIEN</font></font></font>
</span></div></div></1i><1i><div class=\\\\\\\"hds-surface-mid

card root RyqgjV card-link root xgxTP card-grid-

block cardsGridListCardLink dWIIF\\\\\\\"><a aria-label=\\\\\\\"Manage
certificates\\\\\\\" class=\\\\\\\"card-link anchor  5xoF\\\\\\\"
href=\\\\\\\"/vault/docs/about-vault/why-use-vault/certificates\\\\\\\">
<span aria-hidden=\\\\\\\"true\\\\\\\"> </span></a><div><span
class=\\\\\\\"card-title text F97Wj hds-typography-body-200 hds-font-
weight-semibold\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">EEFiF$H</font></font>
</font></span></div><div class=\\\\\\\"card-
description root uR7IO\N\\\\\"><span class=\\\\\\\"truncate-max-
lines root gjolg card-description text 9YVkM hds-typography-body-200 hds-
font-weight-regular\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><br
hidden=\\\\\\\"\\\\\\\" /><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-block-wrapper-theme-none immersive-translate-target-
translation-block-wrapper\\\\\\\" data-immersive-translate-translation-
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element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">5 xMIP F1 PKkI FIEPMANMERN , UBEIEPEHREIRFHIRIE
EPim</font></font></font></span></div></div></1i><1i><div
class=\\\\\\\"hds-surface-mid card root RygjV card-link root =xgxTP card-
grid-block cardsGridListCardLink dWIIF\\\\\\\"><a aria-
label=\\\\\\\"Manage identities and authentication\\\\\\\"
class=\\\\\\\"card-1link anchor  5xoF\\\\\\\"
href=\\\\\\\"/vault/docs/about-vault/why-use-vault/identities\\\\\\\"><span
aria-hidden=\\\\\\\"true\\\\\\\"> </span></a><div><span class=\\\\\\\"card-
title text F97WJj hds-typography-body-200 hds-font-weight-semibold\\\\\\\">
<font class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">BERBFRRFNB R IIE</font>
</font></font></span></div><div class=\\\\\\\"card-
description root uR7IO\N\\\\\"><span class=\\\\\\\"truncate-max-
lines root gjolg card-description text 9YVkM hds-typography-body-200 hds-
font-weight-regular\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><br
hidden=\\\\\\\"\\\\\\\" /><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-block-wrapper-theme-none immersive-translate-target-
translation-block-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"1T\\\\\\\">ERFEEXAR. R<LHE, oipc TERMITIFRFHIMREKE (WIF)
EEIR P SRS B BYiAEl</ font></font></font></span></div></div></li><li><div
class=\\\\\\\"hds-surface-mid card root RyqgjV card-link root xgxTP card-
grid-block cardsGridListCardLink dWIIF\\\\\\\"><a aria-
label=\\\\\\\"Manage 3rd-party secrets\\\\\\\" class=\\\\\\\"card-

link anchor  5xoF\\\\\\\" href=\\\\\\\"/vault/docs/about-vault/why-use-
vault/3rd-party-secrets\\\\\\\"><span aria-

hidden=\\\\\\\"true\\\\\\\"> </span></a><div><span class=\\\\\\\"card-
title text F97WJj hds-typography-body-200 hds-font-weight-semibold\\\\\\\">
<font class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">BEBE =W </ font></font></font></span></div><div
class=\\\\\\\"card-description root uR7I9\\\\\\\"><span

class=\\\\\\\"truncate-max-lines root gjolg card-description text 9YVkM
hds-typography-body-200 hds-font-weight-regular\\\\\\\"><font
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class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1\\\\\\\">EMFNEHEREZIE , FHizHl
YoM ER I =R ERFN = EHEAYIAO)< / font ></ font></font></span></div></div></1i><1i>
<div class=\\\\\\\"hds-surface-mid card root RygjV card-link root xgxTP
card-grid-block cardsGridListCardLink dWIIFA\\\\\\"><a aria-
label=\\\\\\\"Manage sensitive data\\\\\\\" class=\\\\\\\"card-

link anchor  5xoF\\\\\\\" href=\\\\\\\"/vault/docs/about-vault/why-use-
vault/sensitive-data\\\\\\\"><span aria-

hidden=\\\\\\\"true\\\\\\\"> </span></a><div><span class=\\\\\\\"card-
title text F97Wj hds-typography-body-200 hds-font-weight-semibold\\\\\\\">
<font class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">EIBEREIE</ font></font></font></span></div><div
class=\\\\\\\"card-description root uR7IS\\\\\\\"><span
class=\\\\\\\"truncate-max-lines root gjolg card-description text 9YVkM
hds-typography-body-200 hds-font-weight-regular\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\">IIZBsiric &P FIERSHIEY
REHE</ font></font></font></span></div></div></1i><li><div
class=\\\\\\\"hds-surface-mid card root RyqgjV card-link root =xgxTP card-
grid-block cardsGridListCardLink dWIIF\\\\\\\"><a aria-
label=\\\\\\\"Support regulatory compliance\\\\\\\" class=\\\\\\\"card-
link anchor  5xoF\\\\\\\" href=\\\\\\\"/vault/docs/about-vault/why-use-
vault/regulatory-compliance\\\\\\\"><span aria-
hidden=\\\\\\\"true\\\\\\\"> </span></a><div><span class=\\\\\\\"card-
title text F97Wj hds-typography-body-200 hds-font-weight-semibold\\\\\\\">
<font class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><br hidden=\\\\\\\"\\\\\\\" /><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-block-wrapper-theme-none immersive-
translate-target-translation-block-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target—-inner immersive-

translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
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translate-translation-element-mark=\\\\\\\"I\\\\\\\">FZFEMEMNE</font>
</font></font></span></div><div class=\\\\\\\"card-
description root uR7IONN\\\\\"><span class=\\\\\\\"truncate-max-
lines root gjolqg card-description text 9YVkM hds-typography-body-200 hds-
font-weight-regular\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><br
hidden=\\\\\\\"\\\\\\\" /><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-block-wrapper-theme-none immersive-translate-target-
translation-block-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">4& vault FIfF HSM BERAR. 8 rips HIZEMMIL PKCsS1l
authN TERIER—ZP7</font></font></font></span></div></div></li></ul></div>
<h2 class=\\\\\\\"hds-typography-display-400 hds-font-weight-bold
autosized-heading-block root 4yPdg g-offset-scroll-margin-top autosized-
heading-block h2 xjxpZ section-heading-block root RSPyk\\\\\\\"
1d=\\\\\\\"work-with-vaul t\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">fEH vault</font>
</font></font></h2><ul class=\\\\\\\"cards-grid-1list listRoot =xMWpJ cards-
grid-list minWidthMode cPnEx cards-grid-

list allowThreeColumns tkPIX\\\\\\\"><1li><div class=\\\\\\\"hds-surface-
mid card root RyqgjV card-link root xgxTP icon-card-

link root Bh28M\\\\\\\"><a aria-label=\\\\\\\"Recent updates\\\\\\\"
class=\\\\\\\"card-1link anchor  5xoF\\\\\\\"
href=\\\\\\\"/vault/docs/updates/release-notes\\\\\\\"><span aria-
hidden=\\\\\\\"true\\\\\\\"> </span></a><span class=\\\\\\\"icon-card-

link icon nXI2M\\\\\\\"><span data-placeholder=\\\\\\\"svg-icon\\\\\\\">
[SVG Icon]</span></span><span class=\\\\\\\"icon-card-1link text OBpCH hds-
typography-body-200\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\">EBIEMIEFH</font></font>
</font></span></div></11i><1i><div class=\\\\\\\"hds-surface-mid

card root RyqgjV card-link root =xgxTP icon-card-link root Bh28M\\\\\\\">
<a aria-label=\\\\\\\"Get Vault\\\\\\\" class=\\\\\\\"card-

link anchor  5xoF\\\\\\\" href=\\\\\\\"/vault/docs/get-vault\\\\\\\"><span
aria-hidden=\\\\\\\"true\\\\\\\"> </span></a><span class=\\\\\\\"icon-card-
link icon nXI2M\\\\\\\"><span data-placeholder=\\\\\\\"svg-icon\\\\\\\">
[SVG Icon]</span></span><span class=\\\\\\\"icon-card-1link text OBpCH hds-
typography-body-200\\\\\\\"><font class=\\\\\\\"notranslate immersive-
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translate-target-wrapper\\\\\\\" l1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">3XBY vault</font>
</font></font></span></div></1i><1i><div class=\\\\\\\"hds-surface-mid
card root RyqgjV card-link root xgxTP icon-card-link root Bh28M\\\\\\\">
<a aria-label=\\\\\\\"Configure Vault\\\\\\\" class=\\\\\\\"card-

link anchor  5xoF\\\\\\\" href=\\\\\\\"/vault/docs/configuration\\\\\\\">
<span aria-hidden=\\\\\\\"true\\\\\\\"> </span></a><span
class=\\\\\\\"icon-card-link icon nX12M\\\\\\\"><span data-
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></span><span
class=\\\\\\\"icon-card-link text OBpCH hds-typography-body—-200\\\\\\\">
<font class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-

inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">BBE& vault</font></font></font></span></div></1i><1i>
<div class=\\\\\\\"hds-surface-mid card root RygjV card-link root xgxTP
icon-card-link root Bh28M\\\\\\\"><a aria-label=\\\\\\\"Code with

Vault\\\\\\\" class=\\\\\\\"card-link anchor  5xoF\\\\\\\"
href=\\\\\\\"/vault/docs/get-started/developer-gs\\\\\\\"><span aria-
hidden=\\\\\\\"true\\\\\\\"> </span></a><span class=\\\\\\\"icon-card-

link icon nXI2M\\\\\\\"><span data-placeholder=\\\\\\\"svg-icon\\\\\\\">
[SVG Icon]</span></span><span class=\\\\\\\"icon-card-link text OBpCH hds-
typography-body-200\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" lang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-
translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"1I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">fEH vault #HITHRE
</font></font></font></span></div></1i><1i><div class=\\\\\\\"hds-surface-
mid card root RyqjV card-link root xgxTP icon-card-

link root Bh28M\\\\\\\"><a aria-label=\\\\\\\"Build plugins\\\\\\\"
class=\\\\\\\"card-link anchor  5xoF\\\\\\\"
href=\\\\\\\"/vault/docs/plugins\\\\\\\"><span aria-
hidden=\\\\\\\"true\\\\\\\"> </span></a><span class=\\\\\\\"icon-card-

link icon nXI2M\\\\\\\"><span data-placeholder=\\\\\\\"svg-icon\\\\\\\">
[SVG Icon]</span></span><span class=\\\\\\\"icon-card-1link text OBpCH hds-
typography-body-200\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-translation-theme-none
immersive-translate-target-translation-inline-wrapper-theme-none immersive-

translate-target-translation-inline-wrapper\\\\\\\" data-immersive-
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translate-translation-element-mark=\\\\\\\"I\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-inner immersive-
translate-target-translation-theme-none-inner\\\\\\\" data-immersive-
translate-translation-element-mark=\\\\\\\"I\\\\\\\">MEHHE</font></font>
</font></span></div></1i><1i><div class=\\\\\\\"hds-surface-mid

card root RyqgjV card-link root =xgxTP icon-card-1link root Bh28M\\\\\\\">
<a aria-1abel=\\\\\\\"FIPS and HSM\\\\\\\" class=\\\\\\\"card-

link anchor = 5xoF\\\\\\\" href=\\\\\\\"/vault/docs/enterprise/hsm\\\\\\\">
<span aria-hidden=\\\\\\\"true\\\\\\\"> </span></a><span
class=\\\\\\\"icon-card-link icon nXI2M\\\\\\\"><span data-
placeholder=\\\\\\\"svg-icon\\\\\\\">[SVG Icon]</span></span><span
class=\\\\\\\"icon-card-link text OBpCH hds-typography-body-200\\\\\\\">
<font class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">FIPS # HSM</font></font></font></span></div></1li>
</ul></div></div></main><div class=\\\\\\\"sidebar-sidecar-

layout sidecarPosition WETgON\\\\\\"><div class=\\\\\\\"sidebar-sidecar-
layout sidecarTopSlot gRAEIN\\\\\\"></div><div class=\\\\\\\"sidecar-
scroll-container root a8nIj\\\\\\\"><div class=\\\\\\\"sidecar-scroll-
container scrollContainer Dw9id\\\\\\\"><div><nav aria-
labelledby=\\\\\\\"react-aria-363\\\\\\\"><p 1d=\\\\\\\"react-aria-

363\ \\\\\\" class=\\\\\\\"outline-nav navLabel HrjQb hds-typography-body-
100\ \\\\\\"><font class=\\\\\\\"notranslate immersive-translate-target-
wrapper \\\\\\\" T1ang=\\\\\\\"zh-CNA\\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-translation-theme-none immersive-translate-

target-translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">ATIAR : </font></font></font></p><ol
class=\\\\\\\"outline-nav listRoot SmIfr\\\\\\\"><1li><a
class=\\\\\\\"outline-link root S7fQg hds-typography-body-200 g-focus-
ring-from-box-shadow outline-link isActive VNGIh\\\\\\\"
href=\\\\\\\"/vault/docs#vault-documentation\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
translation-inline-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">Vault X#H</font></font></font></a></1i><1li><a
class=\\\\\\\"outline-link root S7fQg hds-typography-body-200 g-focus-
ring-from-box-shadow\\\\\\\" href=\\\\\\\"/vault/docs#run-vault-on-the-
hashicorp-cloud-platform- (hcp) \\\\\\\"><font class=\\\\\\\"notranslate
immersive-translate-target-wrapper\\\\\\\" 1ang=\\\\\\\"zh-CN\\\\\\\"><br
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hidden=\\\\\\\"\\\\\\\" /><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-block-wrapper-theme-none immersive-translate-target-
translation-block-wrapper\\\\\\\" data-immersive-translate-translation-
element-mark=\\\\\\\"I\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-inner immersive-translate-target-translation-theme-none-
inner\\\\\\\" data-immersive-translate-translation-element-
mark=\\\\\\\"I\\\\\\\">fE HashiCorp =m¥EH (HCP) LIBIT vault</font></font>
</font></a></1i><1li><a class=\\\\\\\"outline-link root S7fQg hds-
typography-body-200 g-focus-ring-from-box-shadow\\\\\\\"
href=\\\\\\\"/vault/docs#why-use-vault\\\\\\\"><font
class=\\\\\\\"notranslate immersive-translate-target-wrapper\\\\\\\"
1ang=\\\\\\\"zh-CN\\\\\\\"><font class=\\\\\\\"notranslate immersive-
translate-target-translation-theme-none immersive-translate-target-
translation-inline-wrapper-theme-none immersive-translate-target-
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L RARAN

- MIES|E - M EEFMEER
INER % - ZM B IIENH]
B RS - I R

- HZAE - TBAHEITNER
HPEHFE - AT TR

+ ERTs

o EBISHENZEIE
- WARERFREIIERE
o IERLEREREE
o BUREERIP

- EMMEEKHE

BRFH, BESFIFEIEXTVaulthyiFAE AR,

¥ User

B, HEMESERAIRRA, REM0FEN, BRIEZTE T vaultl TEFINRA, HHRERARE
ubuntu 24.04 , vault lRASZ v1.21.0, RRHEMBEMRARER, RERR—T, MESFEXEHMER? &
Hilzeha, &iH#E8T~—F

ETHIRENGESR, REERIMNREE:

J HEIFIRIER
BIERSE: Ubuntu 24.04 VaulthR#s: v1.21.0 (FRRARZS) EBBBRE: MEFIE, B TFEHITHESIXMH
O, BEEWIANXEER
ATHEEROTBELR, REEZTRUTER:
1. BEEMN:

. FERMRIFE
. PRI
. ¥ HERR

2. FfERS R

o XH1EfE FFRR)
« Consul (£/=#7%)
o HithzfEEin

3. MEERE:
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o BNHEBELEERINE
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o IAAImAEK

4. IR AL

. BEEHREBIESMDRES
. BFRERRRECE

5. &EMERK:

- ERRBESHMARSKEM
s BEMNIAEARFR

% B T—%
RIBEIES, RFRE:

- BRERNEERR
o FANBEMIIELTE
. REEERIN

o UERIMIR TS &

HEHENRAERTRNBR, RENEHEHIENBESZR.

¥ User

Baid AR, ERTEZRBEFIMERINERBENR , BaiENERE, MREIPCER, Hmysql
SRR, TETHRRIKS R, MEARBAWM, vault XPMTHE, SJUSEIXNER, BHREEEMTX
IR, BEEFZETESBEAX T TANBEESIE, KB SESRBHEE, BHAILLE T dockerf
X RRBEI— 1 mysqal

BAET! XR—MREFNNIRTR. BFESERREFIFRRERZEVault, HELMMySQLEBIEESENES)
HHINEE,

CF:=It anpdl

FYER1: VaultARSZ2BE S ¥Rk BTE&R2: MySQL DockerZRESHLE MYER3: VaultBIEENZ S | AL E MER4: EiE
WIREREEICHE BYERS: THRELQIE SN

% BRE&1: VaultARSEBESHIA1L
e, MLBAITOE LRIRVaul = BHI R
REISRTITH, BRTORIAML, HREIHSTHRREVaURE, HNERHERIBES
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O KB Vault —#EIS 4
BT EZERLRATNMXERE, REANCRETRBNGITIRERER. BRUTSERT:

S8 IIFVault Z#EIS 4

which wvault

vault version

/path/to/vault version

FIE2:. SIEVaultBd &4

sudo mkdir -p /etc/vault.d
sudo mkdir -p /opt/vault/data

sudo tee /etc/vault.d/vault.hcl << EOF
storage "file" {
path = "/opt/vault/data"

listener "tcp" {
address = "0.0.0.0:8200"
tls disable 1

api addr = "http://127.0.0.1:8200"
cluster addr = "https://127.0.0.1:8201"
Ua =

EOF

T3 RENR

sudo useradd --system —--home /etc/vault.d --shell /bin/
sudo chown -R vault:vault /etc/vault.d /opt/vault

B4 BIEsystemdARSS

sudo tee /etc/systemd/system/vault.service << EOF
[Unit]
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Description="HashiCorp Vault - A tool for managing secrets"
Documentation=https://www.vaultproject.io/docs/
Requires=network-online.target

After=network-online.target
ConditionFileNotEmpty=/etc/vault.d/vault.hcl

[Service]

User=vault

Group=vault

ProtectSystem=full
ProtectHome=read-only
PrivateTmp=yes
PrivateDevices=yes
SecureBits=keep-caps
AmbientCapabilities=CAP IPC LOCK
Capabilities=CAP IPC LOCK+ep

CapabilityBoundingSet=CAP SYSLOG CAP IPC LOCK
NoNewPrivileges=yes

ExecStart=/usr/local/bin/vault server -config=/etc/vault.d/vault.hcl
ExecReload=/bin/kill --signal HUP \

KillMode=process

KillSignal=SIGINT

Restart=on-failure

RestartSec=5

TimeoutStopSec=30

StartLimitIntervalSec=60

StartLimitBurst=3

[Install]
WantedBy=multi-user.target
EOF

BERATULSR, ARERFK:

1. VaulthR I8 B BRI
2. BB X R OIETR
3. BB ERTREIVaultiRE

FER ARSI EMYSQLIMECE RIR TN AR,

¥ User

KEMAR T TEREMNEITER, XRIENEER, EERBXMIERLIE [vault@localhost vault]
[0]$ $>tree . |—bin | L—vault —data p—etc| L—vault.hcl L—vaultservice

4 directories, 3 files [vault@localhost vault][*0]$ $> pwd /opt/vault [vault@localhost vault][*0]$ $> Is -l 23t
16 drwxrwsr-x 2 vault vault 4096 11H 18 11:02 bin drwxrwsr-x 2 vault vault 4096 118 18 11:01 data
drwxrwsr-x 2 vault vault 4096 118 18 11:06 etc
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Rex! BREWRBH, FEEFHRRE, LERETEINNEREWRUEEET R,

[ HaifiEmiA
TEBR: BPF:vault BR4H:

/opt/vault/

I— bin/vault Vault SIS
L data/ WIETEFEE R
|— etc/vault.hcl FC &4

L — vault.service systemdRS 4

7 FYER1: VaultBRSEBESMA1K
HI1 . WIEVault Z#EIS

/opt/vault/bin/vault version

1ls -1 /opt/vault/bin/vault

T2 KNEREXH

BEINER XHAR, RBENERMUTEFREE:

cat /opt/vault/etc/vault.hcl

MREEXHREIFE, FEAUTNEFLE:

cat > /opt/vault/etc/vault.hcl << 'EOF'
storage "file" {

path = "/opt/vault/data"
}

listener "tcp" {
address = "127.0.0.1:8200"
tls disable = 1

}

api addr = "http://127.0.0.1:8200"
cluster addr = "https://127.0.0.1:8201"
ui =
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disable mlock = false
log level = "Info"
EOF

$IE3: BLEsystemdiRS

XfF, WiRIEEIERBIERER:

cat /opt/vault/vault.service

HENRSXARE:

sudo tee /etc/systemd/system/vault.service << EOF
[Unit]

Description="HashiCorp Vault - Secrets Management"
Documentation=https://www.vaultproject.io/docs/
Requires=network-online.target
After=network-online.target
ConditionFileNotEmpty=/opt/vault/etc/vault.hcl

[Service]

User=vault

Group=vault

ProtectSystem=full
ProtectHome=read-only
PrivateTmp=yes

PrivateDevices=yes
SecureBits=keep-caps
AmbientCapabilities=CAP IPC LOCK
CapabilityBoundingSet=CAP SYSLOG CAP IPC LOCK
NoNewPrivileges=yes
ExecStart=/opt/vault/bin/vault server -config=/opt/vault/etc/vault.hcl
ExecReload=/bin/kill --signal HUP \
KillMode=process

KillSignal=SIGINT
Restart=on-failure

RestartSec=5

TimeoutStopSec=30
StartLimitIntervalSec=60
StartLimitBurst=3
WorkingDirectory=/opt/vault

[Install]
WantedBy=multi-user.target
EOF
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$124: BrhVaulthRS

systemctl daemon-reload
systemctl enable wvault

systemctl start vault

systemctl status vault

journalctl -u vault -f

= IERITHRE
ERIRFRITUTHSHESFRER:
1. BIEVaulthRZs:

/opt/vault/bin/vault version

2. WEEEXH:

cat /opt/vault/etc/vault.hcl

3. REHBRIARS:

cp /opt/vault/vault.service /etc/systemd/system/
systemctl daemon-reload

systemctl enable vault

systemctl start vault

systemctl status vault

BRAHU EGSHBHER, BRRESRIES T I8
—BVaultiRSAINEE), FATRENMER2: EBEMYSQLEHERE.

¥ User

FHE AR [vault@localhost vault][*0]$ $> /opt/vault/bin/vault version Vault v1.21.0
(818ca8b3575ea937ca48b640baf35e1b2ede1833), built 2025-10-21T19:33:18Z [vault@localhost vault][*0]$
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$> Is -l fopt/vault/bin/vault -rwxr-xr-x 1 vault vault 511673847 108 22 10:37 /opt/vault/bin/vault
[vault@localhost vault][*0]$ $> cat /opt/vault/etc/vault.hcl storage "file" { path = "/opt/vault/data" } listener
"tcp" { address = "0.0.0.0:8200" tls_disable = 1 } api_addr = "http://127.0.0.1:8200" cluster_addr =
"https://127.0.0.1:8201" ui = true [vault@localhost vault][*0]$ $> sudo systemctl start vault [vault@localhost
vault][~0]$ $> sudo systemctl status vault e vault.service - "HashiCorp Vault - A tool for managing secrets"
Loaded: loaded (/etc/systemd/system/vault.service; linked; preset: enabled) Active: active (running) since Tue
2025-11-18 11:09:21 CST; 4s ago Docs: https://www.vaultproject.io/docs/ Main PID: 125436 (vault) Tasks: 21
(limit: 37846) Memory: 66.3M (peak: 67.1M) CPU: 127ms CGroup: /system.slice/vault.service L—125436
Jopt/vault/bin/vault server -config=/opt/vault/etc/vault.hcl

11H 18 11:09:22 lefux-pc vault[*125436]: Mlock: supported: true, enabled: true 118 18 11:09:22 lefux-pc
vault[*125436]: Recovery Mode: false 118 18 11:09:22 lefux-pc vault[*125436]: Storage: file 11H 18
11:09:22 lefux-pc vault[*125436]: Version: Vault v1.21.0, built 2025-10-21T19:33:18Z 11H 18 11:09:22 lefux-
pc vault[*125436]: Version Sha: 818ca8b3575ea937ca48b640baf35e1b2ede1833 11H 18 11:09:22 lefux-pc
vault[*125436]: ==> Vault server started! Log data will stream in below: 118 18 11:09:22 lefux-pc
vault[*125436]: 2025-11-18T11:09:22.023+0800 [INFO] proxy environment: http_proxy=""https_proxy=""
no_proxy=""11H 18 11:09:22 lefux-pc vault[*125436]: 2025-11-18T11:09:22.024+0800 [INFO] incrementing
seal generation: generation=1 118 18 11:09:22 lefux-pc vault[*125436]: 2025-11-18T11:09:22.066+0800
[INFQ] core: Initializing version history cache for core 118 18 11:09:22 lefux-pc vault[*125436]: 2025-11-
18T11:09:22.066+0800 [INFO] events: Starting event system

Rix! VaulthRSERIZNEE. IMIE#H A Vault#ia L IMySQLEREM ELo

4 VaultARSSARSHAIA

e hRZs:v1.21.0v

o BRSBIRT: active (running) v
o YS0fithdik: 0.0.0.0:8200 v

- USimE: BR v

o BNER1.2: Vault¥ltatt S ety

TR REWIRTE

export VAULT ADDR='http://127.0.0.1:

/opt/vault/bin/vault status

SE2: #hafkvault
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/opt/vault/bin/vault operator init -key-shares=1 -key-threshold=1

BE: FREH B Unseal Key 1 Initial Root Token, XEVaultAIIREIIE!

SUE3: fEEVault

/opt/vault/bin/vault operator unseal <{&HJUnseal Key>

T4 IFVaultikES

/opt/vault/bin/vault status

/opt/vault/bin/vault login <&fJRoot Token>

B MER2: ZREMySQLEIERE

FIB1: BEIMySQL DockerAgs

mkdir -p /opt/vault/mysgl data

docker run -d \
--name mysqgl-vault-test \

3306:3306 \
MYSQL ROOT PASSWORD=rootpasswordl23 \

MYSQL DATABASE=vault test \
/opt/vault/mysqgl data:/var/lib/mysqgl \

mysgl:8.0

docker ps | grep mysqgl

HIE2. WIFMySQLIEE

sleep 30
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docker exec -i mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "SHOW

DATABASES; "

L] IFITH R IR
BRIRFAITUTHRSHERRE

1. Vault#J3a1k:

export VAULT ADDR='http://127.0.0.1:8200"'

/opt/vault/bin/vault status
/opt/vault/bin/vault operator init -key-shares=1 -key-threshold=1

2. fREHHMUnseal KeyflRoot Token (FFEETE! )
3. f#$fvault:

/opt/vault/bin/vault operator unseal <#&HJUnseal Key>
/opt/vault/bin/vault status

4. BBEMySQL:

docker run -d --name mysqgl-vault-test -p 3306:3306 -e
MYSQL ROOT PASSWORD=rootpasswordl23 -e MYSQL DATABASE=vault test -v

/opt/vault/mysqgl data:/var/lib/mysql mysgl:8.0

docker ps | grep mysqgl

ARt

o Vault#TtafkigEiUnseal KeyFlRoot Token (FIIAR ZRaT/ LN EFHEIAME)
o VaUltﬁ :tj.):E’J'ikll_a\
o MySQLAZZEEMINEB5N

FTEREEATRENMER3: BB VaultBEENZ 5%

¥ User

RATTRILA , XRERES [vault@localhost vault][*0]$ $> export VAULT _ADDR='http://127.0.0.1:8200'
[vault@localhost vault][*0]$ $> /opt/vault/bin/vault status Key Value

Seal Type shamir Initialized false Sealed true Total Shares 0 Threshold 0 Unseal Progress 0/0 Unseal Nonce
n/a Version 1.21.0 Build Date 2025-10-21T19:33:18Z Storage Type file HA Enabled false [vault@localhost
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vault][~2]$ $> Jopt/vault/bin/vault operator init -key-shares=1 -key-threshold=1 Unseal Key 1:
JR3vr2ZaR/oP0Y13sFnwEor996pBCHYw;jlz34Ge2bBU=

Initial Root Token: hvs.jQgEbSVNYYNCzYM1ba7vTsmw

Vault initialized with 1 key shares and a key threshold of 1. Please securely distribute the key shares printed
above. When the Vault is re-sealed, restarted, or stopped, you must supply at least 1 of these keys to unseal
it before it can start servicing requests.

Vault does not store the generated root key. Without at least 1 keys to reconstruct the root key, Vault will
remain permanently sealed!

It is possible to generate new unseal keys, provided you have a quorum of existing unseal keys shares. See
"vault operator rekey" for more information. [vault@localhost vault][*0]$ $> /opt/vault/bin/vault operator
unseal JR3vr2ZaR/oP0Y13sFnwEor996pBCHYw;jlz34Ge2bBU= Key Value

Seal Type shamir Initialized true Sealed false Total Shares 1 Threshold 1 Version 1.21.0 Build Date 2025-10-
21T19:33:18Z Storage Type file Cluster Name vault-cluster-1ed33b22 Cluster ID d8ef300f-14e5-c765-ea35-
a0c55bb6fa02 HA Enabled false [vault@localhost vault][*0]$ $> /opt/vault/bin/vault status Key Value

Seal Type shamir Initialized true Sealed false Total Shares 1 Threshold 1 Version 1.21.0 Build Date 2025-10-
21T19:33:18Z Storage Type file Cluster Name vault-cluster-1ed33b22 Cluster ID d8ef300f-14e5-c765-ea35-
a0c55bb6fa02 HA Enabled false [vault@localhost vault][*0]$ $> /fopt/vault/bin/vault login
hvs.jQQEbSVNYyYNCzYM1ba7vTsmw Success! You are now authenticated. The token information displayed
below is already stored in the token helper. You do NOT need to run "vault login" again. Future Vault
requests will automatically use this token.

Key Value

token hvs.jQQEbSVnyYNCzYM1ba7vTsmw token_accessor O8dFEss3QoiuZzJgZKurfITs token_duration «
token_renewable false token_policies ["root"] identity_policies [] policies ["root"] [vault@localhost vault]
[*0]$ $> mkdir -p /opt/vault/mysql_data [vault@localhost vault][*0]$ $> docker run -d

--name mysql-vault-test

-p 3306:3306

-e MYSQL_ROOT_PASSWORD=rootpassword123

-e MYSQL_DATABASE=vault_test

-v Jopt/vault/mysql_data:/var/lib/mysql

mysql:8.0 Unable to find image 'mysql:8.0' locally 8.0: Pulling from library/mysql 023a182c62a0: Pull
complete 4f78e34adfad: Pull complete a2ed1082d9e2: Pull complete c9ecfb07ed08: Pull complete
4f94eaa123bf: Pull complete 2a2d53254403: Pull complete 48ec49971d94: Pull complete fFdca9f583d44:
Pull complete abcf302dead6: Pull complete 37bd516ff765: Pull complete d68710a4a4e9: Pull complete
Digest: sha256:f37951fc3753a6a22d6c7bf6978c5e5fefcf6f31814d98c582524F98eae52b21 Status:
Downloaded newer image for mysgl:8.0
348c8c905191c5d4bffaa751648486d1b0bbfd27deb916e05dfbb4b8316928a6 [vault@localhost vault][*0]S
$> docker ps | grep mysql 348c8c905191 mysql:8.0 "docker-entrypoint.s..." 16 seconds ago Up 15 seconds
0.0.0.0:3306->3306/tcp, [::]:3306->3306/tcp, 33060/tcp mysql-vault-test [vault@localhost vault][*0]$ $>
docker exec -i mysql-vault-test mysql -uroot -prootpassword123 -e "SHOW DATABASES;" mysql: [Warning]
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Using a password on the command line interface can be insecure. Database information_schema mysgl

performance_schema sys vault_test

2025-11-18

ex! FMEAMEERINEREM G, MEHNZOMER: BB VaultBUREFENZE S| ZRIMySQLEEB %

.
4 HRTRESHIA

o Vault: E#Ma1k. fRE. BRv
o MySQL: BREBITIERE, HIEEEEMI v
o XBEIEMRTE: Unseal Key 1 Root Token v

% BHER3: ECEVaultBiEENES|E
o SR Gk

/opt/vault/bin/vault secrets enable database

T2 EEEMySQLEWRREE R

/opt/vault/bin/vault write database/config/mysgl-vault \
plugin name=mysqgl-database-plugin \
connection url="{{username}}:{{password}}@tcp(127.0.0.1:33
allowed roles="vault-dynamic-role" \
username="root" \

password="rootpasswordl23"

T3 gIEDSAE (ROEE)

/opt/vault/bin/vault write database/roles/vault-dynamic-role \
db name=mysqgl-vault \
creation statements="CREATE USER '{{name}}'@'3'"' IDENTIFIED

06) /" \

BY

'{{password}}';GRANT SELECT, INSERT, UPDATE, DELETE ON vault test.* TO

"{{name}}'@"'%"';" \

default ttl="1h" \

max_ ttl="24h" \

revocation statements="REVOKE ALL PRIVILEGES ON vault test.
"{{name}}'@'%'; DROP USER '{{name}}'@'S%';"
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ECE 5 EA:
. CREFROGAVNSEHE] (UtA, EFRRRINER)
. | RIRRAEEEI24/)\6F

o BRIEIEMYSQLAF H1% Fvault_testBIRENRE
T4, WUEUREICE

/opt/vault/bin/vault read database/creds/vault-dynamic-role

/opt/vault/bin/vault read database/config/mysgl-vault

@ MEg4: M TR MRIEE
SB1: ERE—ARE

/opt/vault/bin/vault read database/creds/vault-dynamic-role

RIFRLE R A ZMERD.
SR WIFEEI AN

docker exec -i mysqgl-vault-test mysql -u<&ERMFIAFPE> -p<EMAIZEL> - "SHOW
DATABASES; SELECT CURRENT USER() ;"

FIE3. WEMYSQLAF

docker exec -i mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "SELECT
user, host FROM mysqgl.user WHERE user LIKE 'v-%';"

SBA: MRS

/opt/vault/bin/vault lease renew database/creds/vault-dynamic-

role/<lease id>
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/opt/vault/bin/vault read database/creds/vault-dynamic-role

L] IBITH R IR
BRI AT T RS HERRER:
1. R E IR

/opt/vault/bin/vault secrets enable database

/opt/vault/bin/vault write database/config/mysgl-vault \

plugin name=mysgl-database-plugin \

connection url="{{username}}:{{password}}@tcp(127.0.0.1:3306)/" \
allowed roles="vault-dynamic-role" \

username="root" \

password="rootpasswordl23"

2. glEnhS A

/opt/vault/bin/vault write database/roles/vault-dynamic-role \

db name=mysqgl-vault \

creation statements="CREATE USER '{{name}}'@'S' IDENTIFIED BY
'{{password}}';GRANT SELECT, INSERT, UPDATE, DELETE ON vaultitest.* TO
"{{name}}'@"'%"';" \

default ttl="1h" \

max_ ttl="24h" \

revocation statements="REVOKE ALL PRIVILEGES ON vault test.* FROM
"{{name}}'Q@'%'; DROP USER '{{name}}'@'%';"

3. WA ERERK:

/opt/vault/bin/vault read database/creds/vault-dynamic-role

4, WIFERTTAMY:

docker exec -i mysqgl-vault-test mysqgl -u<v-token-xxx> -p<EiE> -e "SHOW
DATABASES; SELECT CURRENT USER() ;"

AR

- BUEESIZERRANEERT AL
- DEABLIRER
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. ERHREGER
. FIEWIEER

FTRERITEENNERS: BB B RIS,

% User

[vault@localhost vault][*0]$ $> /opt/vault/bin/vault secrets enable database Success! Enabled the database
secrets engine at: database/ [vault@localhost vault][*0]$ $> /opt/vault/bin/vault write
database/config/mysql-vault

plugin_name=mysql-database-plugin

connection_url="{{username}}:{{password}}@tcp(127.0.0.1:3306)/"

allowed_roles="vault-dynamic-role"

username="root"

password="rootpassword123" Success! Data written to: database/config/mysql-vault [vault@localhost vault]
[~0]$ $> # BIETHES AR, TXEIRWHER /opt/vault/bin/vault write database/roles/vault-dynamic-role
db_name=mysql-vault

creation_statements="CREATE USER '{{name}}'@'%' IDENTIFIED BY '{{password}};GRANT SELECT, INSERT,
UPDATE, DELETE ON vault_test.* TO '{{name}}'@'%";"

default_ttl="1h"

max_ttl="24h"

revocation_statements="REVOKE ALL PRIVILEGES ON vault_test.* FROM '{{name}}'@'%'; DROP USER
'{{name}}'@'%";" Success! Data written to: database/roles/vault-dynamic-role [vault@localhost vault][*0]$ $>
Jopt/vault/bin/vault read database/creds/vault-dynamic-role Key Value

lease_id database/creds/vault-dynamic-role/xvaNpmE9BCs8nTYVWJ6XLUIG lease_duration 1h
lease_renewable true password FW5tMn6hZaQodTp-onbz username v-root-vault-dyna-lpkPZCNSaJszSg
[vault@localhost vault][*0]$ $> /opt/vault/bin/vault read database/config/mysql-vault Key Value

allowed_roles [vault-dynamic-role] connection_details map[connection_url:{{username}}:
{{password}}@tcp(127.0.0.1:3306)/ username:root] disable_automated_rotation false password_policy n/a
plugin_name mysql-database-plugin plugin_version n/a root_credentials_rotate statements []
rotation_period Os rotation_schedule n/a rotation_window 0 skip_static_role_import_rotation false
verify_connection true [vault@localhost vault][*0]$ $> /opt/vault/bin/vault read database/creds/vault-
dynamic-role Key Value

lease_id database/creds/vault-dynamic-role/VpcvHntFE7OFblmwNPUfeRvX lease_duration 1h
lease_renewable true password cL9LOULFGI-6rjhjvFCE username v-root-vault-dyna-oraswrTxynBef7
[vault@localhost vault][*0]$ $> docker exec -i mysqgl-vault-test mysqgl -uv-root-vault-dyna-oraswrTxynBef7 -
PCcLO9LOULFGI-6rjhjvFCE -e "SHOW DATABASES; SELECT CURRENT_USER();" mysql: [Warning] Using a
password on the command line interface can be insecure. Database information_schema
performance_schema vault_test CURRENT_USER() v-root-vault-dyna-oraswrTxynBef7@% [vault@localhost
vault][~0]$ $> # EEMySQLA IR AR docker exec -i mysql-vault-test mysql -uroot -prootpassword123 -e
"SELECT user, host FROM mysqgl.user WHERE user LIKE 'v-%";" mysql: [Warning] Using a password on the
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command line interface can be insecure. user host v-root-vault-dyna-lpkPZCNSaJszSg % v-root-vault-dyna-
oraswrTxynBef7 % [vault@localhost vault][*0]$ $>

KT ! VaultBUEFENZS I ZEMINEEEHIEIT. WA UEER:

4 BREZ35ERAIA

o BUBRESIE: BAMIN v

» MySQLEHE FCERIN v

. DA IR v

o EREM: IHERTHEARREIE v

o MPRIGIE: £ RAIA P ATiAIe)vault_testEiEE v

« MEk4: BEEERIRIRS S
SB1: BERERIRERE

/opt/vault/bin/vault write database/roles/vault-dynamic-role \

db name=mysgl-vault \

creation statements="CREATE USER '{{name}}'@'S' IDENTIFIED BY
password}}';GRANT SELECT, INSERT, UPDATE, DELETE ON vault test.* TO
LR
default ttl="30m" \
max_ ttl="2h" \
revocation statements="REVOKE ALL PRIVILEGES ON v st.* FROM
"{{name}}'Q@'%'; DROP USER '{{name}}'@'%';"

TR glERSAe (KEFRE)

/opt/vault/bin/vault write database/static-roles/app-user \
db name=mysgl-vault \
username="vault app user" \
rotation statements="ALTER USER 'vault app user'@'%' IDENTIFIED BY

' {paSSWOId} pOom \

rotation period="86400"

/opt/vault/bin/vault read database/static-creds/app-user

T3 EBERFELR
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/opt/vault/bin/vault write -force database/rotate-root/mysgl-vault

TBA: IR REMEITRE

/opt/vault/bin/vault audit enable file file path=/opt/vault/data/audit.log

/opt/vault/bin/vault policy write db-monitor - << EOF
path "database/creds/vault-dynamic-role" {
capabilities = ["read"]

path "database/roles/vault-dynamic-role" {

capabilities = ["read"]

path "sys/leases/renew" ({
capabilities = ["update"]

}

EOF

/opt/vault/bin/vault token create -policy=db-monitor -ttl=24h

O, BERS: WIEERReRINEE

S8 MRS

/opt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic—

role

/opt/vault/bin/vault lease renew database/creds/vault-dynamic-

role/<lease id>

/opt/vault/bin/vault lease lookup database/creds/vault-dynamic-
role/<lease id>
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/opt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic-—
role

/opt/vault/bin/vault lease lookup database/creds/vault-dynamic-
role/<lease id>

SE3: WA EHERE

/opt/vault/bin/vault lease revoke database/creds/vault-dynamic-
role/<lease id>

docker exec -i mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "SELECT
user, host FROM mysqgl.user WHERE user LIKE 'v-%';"

ANEL-e A T
g6 Sl ISiEHIZR
I ERIO TR
cat > /opt/vault/bin/vault-db-healthcheck.sh << 'EOF'
#!/bin/bash
export VAULT ADDR='http://127.0.0.1:8200"'
echo "=== vaul t BEN =S| ZERERKE

echo "1. VaultBRSBIRZAES:
/opt/vault/bin/vault status 2>/dev/null | grep -E " (Sealed|Initialized)"

echo -e "\n2. BUEENZS|ZE. "
/opt/vault/bin/vault secrets list | grep database

echo -e "\n3. EAEFEML:"
/opt/vault/bin/vault read database/creds/vault-dynamic-role 2>/dev/null |

grep -E "(username\leaseiduration)"

echo -e "\n4. MySQLEISHFPHE:"
docker exec mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "SELECT
COUNT (*) as 'mhASHF#1' FROM mysql.user WHERE user LIKE 'v-%';" 2>/dev/null
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chmod +x /opt/vault/bin/vault-db-healthcheck.sh

/opt/vault/bin/vault-db-healthcheck.sh

L] BHITHRIR
BEIMFATLUTXREE:
1, EA RS

/opt/vault/bin/vault write database/roles/vault-dynamic-role \

db name=mysqgl-vault \

creation statements="CREATE USER '{{name}}'@'3' IDENTIFIED BY
'{{password}}';GRANT SELECT, INSERT, UPDATE, DELETE ON vault test.* TO
"{{name}}'@'%"';" \

default ttl="30m" \

max_ttl="2h" \

revocation statements="REVOKE ALL PRIVILEGES ON vault test.* FROM
'{{name}}'@'$'; DROP USER '{{name}}'@'$"';"

2. BAWEITAE:

/opt/vault/bin/vault audit enable file file path=/opt/vault/data/audit.log

3. QIR ERZ:

cat > /opt/vault/bin/vault-db-healthcheck.sh << 'EOF'

#!/bin/bash

export VAULT ADDR='http://127.0.0.1:8200"

echo "=== VaultRIBERREKRE --—="

/opt/vault/bin/vault status 2>/dev/null | grep -E " (Sealed|Initialized)"
/opt/vault/bin/vault secrets list | grep database

/opt/vault/bin/vault read database/creds/vault-dynamic-role 2>/dev/null
grep -E " (username|lease duration)"

docker exec mysqgl-vault-test mysgl -uroot -prootpasswordl23 -e "SELECT
COUNT (*) as 'HISHAPFP#E#' rrROM mysql.user WHERE user LIKE 'v-%';" 2>/dev/null
echo "=== BT ==="

EOF
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chmod +x /opt/vault/bin/vault-db-healthcheck.sh
/opt/vault/bin/vault-db-healthcheck.sh

ARt

o BCIRERBRTERNLS
- HItBSERARS
o RERIOEMARITES

RGN SRS NMVault BB EN 25| 2 E,

¥ User

XF E—TEPN QEHESRE , HBJL MR, creation_statements IEEMNE AR EEIED
4, MRBAEEQIEEMEEAR,, bl AL, BF. 54, dbaFEs, %E%E%ﬁt&i’é@ , ftHEmY
{{name}} XX EIENBIEZNAR R4, BT {{name}} {password}} EH H YT

RiFpVin)E! ExIVaultBiEENZ 5 1 ERIEEE EHR, tBIFARBRNSAERNEKE:

S HEGEEIERE
1. EF8
£, XBRERAPEENSQLIES, YUNARFIEREEN, VaultAITXEEREMYSQLRRIEZARN,

2. TEHA

. :VaultBohEARE (EXa0: )
. : Vault B s R VSR ZE S

. CEETHEARE (UnixBYE]E)

. i , B8

3. ZABEETRA

FRAGAE (RIENR)

/opt/vault/bin/vault write database/roles/dev-readonly-role \

db name=mysgl-vault \

creation statements="CREATE USER '{{name}}'@'S' IDENTIFIED BY
'{{password}}'; GRANT SELECT ON vault test.* TO '{{name}}'@'S'; GRANT
SELECT ON information schema.* TO '{{name}}'@'$';" \

default ttl="8h" \
max ttl="24h" \
revocationistatements:"REVOKE ALL PRIVILEGES ON Vaultitest.* FROM
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'"{{name}}'@'S"'; REVOKE ALL PRIVILEGES ON information schema.* FROM
'"{{name}}'@'$'; DROP USER '{{name}}'@'S$"';"

MAEFAE (EER)

/opt/vault/bin/vault write database/roles/app-rw-role \

db name=mysgl-vault \

creation statements="CREATE USER '{{name}}'@'S' IDENTIFIED BY
'{{password}}'; GRANT SELECT, INSERT, UPDATE, DELETE ON app db.* TO

"{{name}}'@'%'; GRANT EXECUTE ON PROCEDURE app db.* TO '{{name}}'@'S';" \
default ttl="1h" \

max_ttl="4h" \

revocation statements="REVOKE ALL PRIVILEGES ON app db.* FROM
'{{name}}'Q@'%'; DROP USER '{{name}}'@'S$';"

o 7

DBARE (EEMNR)

/opt/vault/bin/vault write database/roles/dba-admin-role \

db name=mysqgl-vault \

creation statements="CREATE USER '{{name}}'@'S' IDENTIFIED BY
'"{{password}}'; GRANT ALL PRIVILEGES ON *.* TO '{{name}}'Q'S' WITH GRANT
OPTION;" \

default ttl="30m" \

max ttl="2h" \

revocation statements="REVOKE ALL PRIVILEGES ON *.* FROM
'"{{name}}'@'%'; DROP USER '{{name}}'@'S%"';"

peets: 3 E ) )

/opt/vault/bin/vault write database/roles/ops-monitor-role \

db name=mysgl-vault \

creation statements="CREATE USER '{{name}}'@'%' IDENTIFIED BY
'{{password}}'; GRANT SELECT ON performance schema.* TO
GRANT PROCESS ON *.* TO '"{{name}}'Q@"'$"';" \

default ttl="4h" \

max ttl="12h" \

"{{name}}'@'s"';

revocation statements="REVOKE ALL PRIVILEGES ON performance schema.*
FROM '{{name}}'@'%'; REVOKE PROCESS ON *.* FROM '{{name}}'@'S"';
l{{name}}l@l%l;ﬂ

DROP USER

@ LIrETR: IEZAGIRER
SERATRIE A SRR R BICRT:
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TR gIEFARRRAR

/opt/vault/bin/vault write database/roles/dev-readonly \

db name=mysgl-vault \

creation statements="CREATE USER '{{name}}'@'%' IDENTIFIED BY
'{{password}}'; GRANT SELECT ON vault test.* TO '{{name}}'@'$';" \

default ttl="2h" \

max_ ttl="8h" \

revocation statements="REVOKE ALL PRIVILEGES ON vault test.* FROM
'"{{name}}'@'$'; DROP USER '{{name}}'@'S$"';"

TR SIENAREAE

/opt/vault/bin/vault write database/roles/app-rw \

db name=mysgl-vault \

creation statements="CREATE USER '{{name}}'@'%' IDENTIFIED BY
'{{password}}'; GRANT SELECT, INSERT, UPDATE, DELETE ON vault test.* TO
"{{name}}'@"'%";" \

default ttl="1h" \

max ttl="4h" \

revocation statements="REVOKE ALL PRIVILEGES ON vault test.* FROM
'"{{name}}'@'%'; DROP USER '{{name}}'@'%';"

SE3: MHrEReE

echo "=== FAARRiZEE
/opt/vault/bin/vault database/creds/dev-readonly

echo "=== NMAIZEEE
/opt/vault/bin/vault database/creds/app-rw

SR BIINRESR

docker exec -i mysgl-vault-test mysgl -u<dev-username> -p<dev-password> -e

1]

SHOW GRANTS;
SELECT * FROM vault test.test table; -- WIRBRHVE

1]

docker exec -i mysgl-vault-test mysgl -u<app-username> -p<app-password> -e

AL
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SHOW GRANTS;

-- ZIREIENAR (AWRBNR)

CREATE TABLE IF NOT EXISTS vault test.test table (id INT, name
VARCHAR (50) ) ;

INSERT INTO vault test.test table VALUES (1, 'test');

SELECT * FROM vault test.test table;

1]

| EEFFEAR

/opt/vault/bin/vault list database/roles

/opt/vault/bin/vault read database/roles/dev-readonly
/opt/vault/bin/vault read database/roles/app-rw

W BREE BEXARZRBI
EFAL AR AR B

/opt/vault/bin/vault write database/roles/custom—-name-role \
db name=mysqgl-vault \
creation statements="CREATE USER 'app {{name}}'Q'S' IDENTIFIED BY
'{{password}}'; GRANT SELECT ON vault test.* TO 'app {{name}}'@'$';" \
default ttl="1h" \
max_ttl="4h"

XIFERBIARRRE:

L] BT HIE
IR B SRS

1. IBFARRAE:

/opt/vault/bin/vault write database/roles/dev-readonly \

db name=mysqgl-vault \

creation statements="CREATE USER '{{name}}'@'%' IDENTIFIED BY
'{{password}}'; GRANT SELECT ON vault test.* TO '{{name}}'@'S$';" \
default ttl="2h" \

max ttl="8h" \
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revocation_statements=”REVOKE ALL PRIVILEGES ON vault test.* FROM
'"{{name}}'Q@'%"'; DROP USER '{{name}}'@'%';"

2. N ARG ARG

/opt/vault/bin/vault write database/roles/app-rw \

db name=mysqgl-vault \

creation statements="CREATE USER '{{name}}'@'S' IDENTIFIED BY
{{password}}'; GRANT SELECT, INSERT, UPDATE, DELETE ON Vaultitest.”
"{{name}}'Q@'$"';" \

default ttl="1h" \

max_ ttl="4h" \

revocation statements="REVOKE ALL PRIVILEGES ON vault test.* FROM
"{{name}}'@'%'; DROP USER '{{name}}'@'%';"

3. WA PRER:

/opt/vault/bin/vault read database/creds/dev-readonly
/opt/vault/bin/vault read database/creds/app-rw

/opt/vault/bin/vault list database/roles

B
M ABeIRE
. ERHREER
= NSR IR

X ERLRETT 2 ZRNARIER R R F R IZFRRVSHRE T RNR T !

¥ User

9Py, 4L BhER4: ioE Bopii 5 51T

gFEY! FRATASMER 4. BREBTIICIRE ST, XERMREER 2MERIXREIFT,

'.-)'7 MEE4: BREB Hohitins 5
B BEHMRREE (FEENTLiRE)
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/opt/vault/bin/vault write database/roles/vault-dynamic-role \

db name=mysqgl-vault \

creation statements="CREATE USER '{{name}}'@'%' IDENTIFIED BY
'{{password}}';GRANT SELECT, INSERT, UPDATE, DELETE ON vault test.* TO
"{{name}}'@"'%"';" \

default ttl="30m" \

max_ttl="2h" \

revocation statements="REVOKE ALL PRIVILEGES ON vault test.* FROM

'"{{name}}'@'$'; DROP USER '{{name}}'@'S$"';"

TR REMSAE (KIIREBRHR)

docker exec -i mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "CREATE
USER 'vault static user'@'s' IDENTIFIED BY 'TempPasswordl23!'; GRANT
SELECT, INSERT ON vault test.* TO 'vault static user'@'Ss';"

/opt/vault/bin/vault write database/static-roles/app-static-user \
db name=mysqgl-vault \
username="vault static user" \

rotation statements="ALTER USER 'vault static user'@'S' IDENTIFIED BY
'{{password}}"';" \

rotation period="86400"

/opt/vault/bin/vault read database/static-creds/app-static-user

TER3: EEERFTELR (ReREXK)

/opt/vault/bin/vault write -force database/rotate-root/mysgl-vault

echo "IREIEHIATTRY , Vaultqgfﬁﬁﬁ%ﬁﬁ}EE%MySQL"

SR4. BRAFITAESE (RE£HI)

sudo mkdir -p /opt/vault/audit

/opt/vault/bin/vault audit enable file file path=/opt/vault/audit/vault-
audit.log
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/opt/vault/bin/vault audit list

TS IR R RN <SR

/opt/vault/bin/vault policy write db-monitor - << EOF

path "database/creds/vault-dynamic-role" {
capabilities = ["read"]

path "database/creds/dev-readonly" ({
capabilities = ["read"]

path "database/creds/app-rw" {
capabilities = ["read"]

path "database/roles/*" {
capabilities = ["read"]

path "database/static-creds/app-static-user" {
capabilities = ["read"]

path "sys/leases/renew" {
capabilities = ["update"]

path "sys/leases/lookup" {
capabilities = ["update"]

}

EOF

/opt/vault/bin/vault token create -policy=db-monitor -display-name="db-
monitor-token" -ttl=24h

S CIRALEEMRA

cat > /opt/vault/bin/lease-manager.sh << 'EOF'
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#!/bin/bash
export VAULT ADDR='http://127.0.0.1:8200"'

echo "=== VaultH#EIE —==

echo "1. EREHRMIBNSEIEFELY: "
/opt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic-
role 2>/dev/null

LEASE IDS=S$ (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3)
if [ ! -z " " 1; then
echo -e "\n2. FHLIFF: "
for lease in
echo "#H%£Y: m
/opt/vault/bin/vault lease lookup database/creds/vault-dynamic-
2>/dev/null | grep -E " (lease duration|expire time)"

echo -e "\n3. MySQLFRRYZIZSHAF:"
docker exec mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "SELECT
user, host FROM mysql.user WHERE user LIKE 'v-%';" 2>/dev/null

echo -e "\n4. BESRAGKS:"
/opt/vault/bin/vault read database/static-creds/app-static-user 2>/dev/null
| grep -E " (username|last vault rotation|rotation period)"

echo -e "\n=== BB ==="
EOF

chmod +x /opt/vault/bin/lease-manager.sh

ST CIZBnhieik iniTiiZ

cat > /opt/vault/bin/rotation-monitor.sh << 'EOF'
#!/bin/bash

export VAULT ADDR='http: //127.0.0.1:8200"
echo "=== FELHRIGE =—=="

date

echo -e "\nl. FBTSHBERIASE:"
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STATIC INFO=S$ (/opt/vault/bin/vault read database/static-creds/app-static-
user 2>/dev/null)
echo " " | grep -E

nw

(last vault rotation|next vault rotation|rotation period)"

echo -e "\n2. ASABTTLEE:"
/opt/vault/bin/vault read database/roles/vault-dynamic-role 2>/dev/null |
grep -E " (default ttl|max ttl)"

echo -e "\n3. ERMEAI%TT:"

LEASE COUNT=$ (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3 | we -1)

echo "EHRINEREIELY:

echo -e "\n4. MySQLAAFP%it: "
docker exec mysgl-vault-test mysgl -uroot -prootpasswordl?23 -e "SELECT
COUNT (*) as 'Gh&AFHAF#' FROM mysql.user WHERE user LIKE 'v-%';" 2>/dev/null

echo —e "\n=== WSIFZER ==="

EOF

chmod +x /opt/vault/bin/rotation-monitor.sh

] $ATRIBEIE
BRIAFRITUA TR EEE
1. BT HATREE:

/opt/vault/bin/vault write database/roles/vault-dynamic-role \

db name=mysqgl-vault \

creation statements="CREATE USER '{{name}}'@'S' IDENTIFIED BY
'{{password}}';GRANT SELECT, INSERT, UPDATE, DELETE ON vault test.* TO
"{{name}}'@'$"';" \

default ttl="30m" \

max ttl="2h" \

revocation statements="REVOKE ALL PRIVILEGES ON vault test.* FROM
'"{{name}}'Q@'%'; DROP USER '{{name}}'@'S%"';"

2. iBERMSAa:

docker exec -i mysgl-vault-test mysqgl -uroot -prootpasswordl23 -e "CREATE
USER 'vault static user'@'s' IDENTIFIED BY 'TempPasswordl23!'; GRANT
SELECT, INSERT ON vault test.* TO 'vault static user'Q@'S';"
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/opt/vault/bin/vault write database/static-roles/app-static-user \

db name=mysqgl-vault \

username="vault static user" \

rotation statements="ALTER USER 'vault static user'@'$%' IDENTIFIED BY
"{{password}}';" \

rotation period="86400"

3. BAEITAE:

sudo mkdir -p /opt/vault/audit

/opt/vault/bin/vault audit enable file file path=/opt/vault/audit/vault-
audit.log

/opt/vault/bin/vault audit list

4. Bl AR A H Tt

chmod +x /opt/vault/bin/lease-manager.sh
chmod +x /opt/vault/bin/rotation-monitor.sh

/opt/vault/bin/lease-manager.sh

/opt/vault/bin/rotation-monitor.sh

RRHEUTRITER:

o HHRBEEIRS
- BSABEKEER
- HItEBSERARS
o SEEARITRIL

FTeRfE, HIPEHNNERS: SREIENEEERE,

¥ User

$># BMOSAT, RAETESMNRHREEE /opt/vault/bin/vault write database/roles/vault-dynamic-role
db_name=mysql-vault

creation_statements="CREATE USER '{{name}}'@'%' IDENTIFIED BY '{{password}};GRANT SELECT, INSERT,
UPDATE, DELETE ON vault_test.* TO '{{name}}'@'%";"

default_ttl="30m"

max_ttl="2h"

revocation_statements="REVOKE ALL PRIVILEGES ON vault_test.* FROM '{{name}}'@'%'; DROP USER
{{name}}'@'%";" Success! Data written to: database/roles/vault-dynamic-role [vault@localhost vault][*0]$ $>
# B EMYSQLA R BRSSP docker exec -i mysql-vault-test mysql -uroot -prootpassword123 -e "CREATE
USER 'vault_static_user'@'%' IDENTIFIED BY 'TempPassword123!"; GRANT SELECT, INSERT ON vault_test.*
TO 'vault_static_user'@'%";"
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EVaultFEEERHRSAE Q4NERNEHR)

Jopt/vault/bin/vault write database/static-roles/app-static-user

db_name=mysql-vault

username="vault_static_user"

rotation_statements="ALTER USER 'vault_static_user'@'%' IDENTIFIED BY '{{password}}";"
rotation_period="86400" # 24/\Ef4S#— %

R SAERE

Jopt/vault/bin/vault read database/static-creds/app-static-user bash: !': event not found Error writing data to

database/static-roles/app-static-user: Error making APl request.
URL: PUT http://127.0.0.1:8200/v1/database/static-roles/app-static-user Code: 500. Errors:

e 1 error occurred:
o "app-static-user" is not an allowed role

Error reading database/static-creds/app-static-user: Error making API request.
URL: GET http://127.0.0.1:8200/v1/database/static-creds/app-static-user Code: 400. Errors:

« unknown role: app-static-user

BIRAT! BRNEEBERR:

1. bash}SFBFRFRA: ' fEbashhEIFHENX
2. BSAGERBENE. EEAREEEEEXEHSAR

A EEE
S EEMYSQLEFBIE (BEHRHFH)

docker exec -i mysgl-vault-test mysgl -uroot -prootpasswordl23 -e 'CREATE

USER "vault static user"@"%" IDENTIFIED BY "TempPasswordl23!"; GRANT
SELECT, INSERT ON vault test.* TO "vault static user"@"s";'

TR MEREFERERS

/opt/vault/bin/vault read database/config/mysgl-vault
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T3 BNREFERE USZIFHSAE

/opt/vault/bin/vault write database/config/mysgl-vault \
plugin name=mysqgl-database-plugin \
connection url="{{username}}:{{password}}@tcp(127.0.0.1:3306)/" \
allowed roles="vault-dynamic-role,app-static-user" \
username="root" \

password="rootpasswordl23"

TR4: BERSHE

/opt/vault/bin/vault write database/static-roles/app-static-user \

db name=mysgl-vault \

username="vault static user" \

rotation statements="ALTER USER 'vault static user'@'S' IDENTIFIED
'{{password}}';" \

rotation period="86400"

/opt/vault/bin/vault read database/static-creds/app-static-user

S5 W SAGRE

/opt/vault/bin/vault read database/static-roles/app-static-user

docker exec -i mysgl-vault-test mysgl -uvault static user -
pTempPasswordl23! -e "SELECT CURRENT USER(); SHOW GRANTS;"

L] BRIRFEFHALT

HITUTEERS!

1. {EEMySQLEBF Bl

docker exec -i mysqgl-vault-test mysqgl -uroot -prootpasswordl23 -e
'CREATE USER "vault static user"@"3%" IDENTIFIED BY "TempPasswordl23!";
GRANT SELECT, INSERT ON vault test.* TO "Vault_static_user"@"%";'

2. ERTE R E:
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/opt/vault/bin/vault write database/config/mysgl-vault \

plugin name=mysqgl-database-plugin \

connection url="{{username}}:{{password}}@tcp(127.0.0.1:
allowed roles="vault-dynamic-role,app-static-user" \
username="root" \

QM

password="rootpasswordl23

3. RERHSAA:

/opt/vault/bin/vault write database/static-roles/app-static-user \

db name=mysqgl-vault \

username="vault static user" \

rotation statements="ALTER USER 'vault static user'@'S' IDENTIFIED
BY '{{password}}';" \

rotation period="86400"

4. BIIFERE:

/opt/vault/bin/vault read database/static-creds/app-static-user
/opt/vault/bin/vault read database/static-roles/app-static-user

BRUXLEGSHRITER, ARRINASERERITAEM ST,
MREFSHAFBEFE, MySQLRIREE, HITaTULRE:

docker exec -i mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "SELECT

user, host FROM mysgl.user WHERE user = 'vault static user';"

MRAFAERETE, HNTUERERNERAFPEERHSAE.

¥ User

[vault@localhost vault][~0]$ $> # {FRE 5| &R FR/Fn]& docker exec -i mysql-vault-test mysgl -uroot -
prootpassword123 -e 'CREATE USER "vault_static_user"@"%" IDENTIFIED BY "TempPassword123!"; GRANT
SELECT, INSERT ON vault_test.* TO "vault_static_user"@"%";' mysql: [Warning] Using a password on the
command line interface can be insecure. [vault@localhost vault][*0]$ $> # BE YRR ERE
Jopt/vault/bin/vault read database/config/mysql-vault Key Value

allowed_roles [vault-dynamic-role] connection_details map[connection_url:{{username}}:
{{password}}@tcp(127.0.0.1:3306)/ username:root] disable_automated_rotation false password_policy n/a
plugin_name mysql-database-plugin plugin_version n/a root_credentials_rotate_statements []
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rotation_period Os rotation_schedule n/a rotation_window 0 skip_static_role_import_rotation false
verify_connection true [vault@localhost vault][*0]$ $> # EFF A BIIEEERE, MFXIEHSAR
Jopt/vault/bin/vault write database/config/mysql-vault

plugin_name=mysqgl-database-plugin

connection_url="{{username}}:{{password}}@tcp(127.0.0.1:3306)/"
allowed_roles="vault-dynamic-role,app-static-user"

username="root"

password="rootpassword123" Success! Data written to: database/config/mysql-vault [vault@localhost vault]
[~0]$ $> # ECERSAE Q4uNIBEENIR) /opt/vault/bin/vault write database/static-roles/app-static-user
db_name=mysql-vault

username="vault_static_user"

rotation_statements="ALTER USER 'vault_static_user'@'%' IDENTIFIED BY '{{password}}";"
rotation_period="86400" Success! Data written to: database/static-roles/app-static-user [vault@localhost
vault][~0]$ $> # IKENERS A AENE /opt/vault/bin/vault read database/static-creds/app-static-user Key Value

last_vault_rotation 2025-11-18T11:36:33.933583021+08:00 password HODgQVWS5phGWwC2I|Cf-V
rotation_period 24h ttl 23h59m55s username vault_static_user [vault@localhost vault][*0]S $>
Jopt/vault/bin/vault read database/static-roles/app-static-user Key Value

credential_type password db_name mysql-vault last_vault_rotation 2025-11-18T11:36:33.933583021+08:00
rotation_period 24h rotation_statements [ALTER USER 'vault_static_user'@'%' IDENTIFIED BY '{{password}}";]
skip_import_rotation false username vault_static_user [vault@localhost vault][*0]$ $> docker exec -i mysql-
vault-test mysql -uvault_static_user -pTempPassword123! -e "SELECT CURRENT_USER(); SHOW GRANTS;"
mysql: [Warning] Using a password on the command line interface can be insecure. ERROR 1045 (28000):
Access denied for user 'vault_static_user'@'localhost' (using password: YES)

Ref! #SABKRERYT, BEBEARLE. XEENVautBEBMIIRT ZE, IHEW
BEKRHMT

W BIEIGUEA R SRR B
S {ERVaultE R IELIE

docker exec -i mysqgl-vault-test mysgl -uvault static user -
PHODQQVWSphGWwC21CE-V -e "SELECT CURRENT USER(); SHOW GRANTS;"

S REEEHITAE

sudo mkdir -p /opt/vault/audit
/opt/vault/bin/vault audit enable file file path=/opt/vault/audit/vault-
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audit.log

/opt/vault/bin/vault audit list

T3 R nIERES

/opt/vault/bin/vault policy write db-monitor - << EOF

path "database/creds/vault-dynamic-role" {
capabilities = ["read"]

path "database/creds/dev-readonly" {
capabilities = ["read"]

path "database/creds/app-rw" {
capabilities = ["read"]

path "database/roles/*" {
capabilities = ["read"]

path "database/static-creds/app-static-user" {
capabilities = ["read"]

path "sys/leases/renew" {
capabilities = ["update"]

path "sys/leases/lookup" {
capabilities = ["update"]

}

EOF

/opt/vault/bin/vault token create -policy=db-monitor -display-name="db-
monitor-token" -ttl=24h

SBA: QIBHIEITRITMA
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cat > /opt/vault/bin/lease-manager.sh << 'EOF'
#!/bin/bash

export VAULT ADDR='http://127.0.0.1:8200"

echo "=== VaultfHAEIE ==="

echo "1. ;RERBICIEIEFELY
/opt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic-
role 2>/dev/null

LEASE IDS=$ (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3)
if [ ! -z " " ]; then
echo -e "\n2. FHZ9IFE: "
for lease in ; do
echo "FH%Y: C
/opt/vault/bin/vault lease lookup database/creds/vault-dynamic-
role/ 2>/dev/null | grep -E " (lease duration|expire time)"

fi

echo -e "\n3. MySQLARBIENZSHAF:"
docker exec mysqgl-vault-test mysqgl -uroot -prootpasswordl23 -e "SELECT
user, host FROM mysql.user WHERE user LIKE 'v-%';" 2>/dev/null

echo -e "\n4. BSRABKS:"
/opt/vault/bin/vault read database/static-creds/app-static-user 2>/dev/null
| grep -E " (username|last vault rotation|rotation period)"

echo -e "\n=== BT ==="

EOF

chmod +x /opt/vault/bin/lease-manager.sh

cat > /opt/vault/bin/rotation-monitor.sh << 'EOF'
#!/bin/bash

export VAULT ADDR='http://127.0.0.1:8200"

echo "=== EIRHMME ==

date

echo -e "\nl. FBSABKRNKAE:"
STATIC INFO=S$ (/opt/vault/bin/vault read database/static-creds/app-static-
user 2>/dev/null)
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echo " " | grep -E "
(last vault rotation|next vault rotation|rotation period)"

echo -e "\n2. ASBAABTTLEE:"

/opt/vault/bin/vault read database/roles/vault-dynamic-role 2>/dev/null |
grep -E " (default ttl|max ttl)"

echo -e "\n3. EFRBLHHRIT:"

LEASE COUNT=$ (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3 | wc -1)

echo "IN EREIELY:

echo -e "\n4. MySQLAAF#it:"
docker exec mysgl-vault-test mysql -uroot -prootpasswordl23 -e "SELECT
COUNT (*) as 'BISHFP#' FROM mysqgl .user WHERE user LIKE 'v-%';" 2>/dev/null

echo -e "\n=== WIEFER ==="

EOF

chmod +x /opt/vault/bin/rotation-monitor.sh

SBS: Mid iR

/opt/vault/bin/lease-manager.sh
/opt/vault/bin/rotation-monitor.sh

SB6: Ep—EMIHFELY

echo "=== £NMANERE ==="
/opt/vault/bin/vault read database/creds/vault-dynamic-role

/opt/vault/bin/vault read database/creds/vault-dynamic-role

/opt/vault/bin/lease-manager.sh

] BT
PUTU b SsempERa:

1. BRSSP ERE
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docker exec -i mysgl-vault-test mysgl -uvault static user -

PHODgQVWSphGWwC21Cf-V -e "SELECT CURRENT USER(); SHOW GRANTS;"

2. REFRITEE:

sudo mkdir -p /opt/vault/audit

/opt/vault/bin/vault audit enable file file path=/opt/vault/audit/vault-
audit.log

/opt/vault/bin/vault audit list

Y

oy

AL

3. 1B17!

B

chmod +x /opt/vault/bin/lease-manager.sh
chmod +x /opt/vault/bin/rotation-monitor.sh
/opt/vault/bin/lease-manager.sh
/opt/vault/bin/rotation-monitor.sh

4. ERRFRLY:

/opt/vault/bin/vault read database/creds/vault-dynamic-role

/opt/vault/bin/vault read database/creds/vault-dynamic-role

/opt/vault/bin/lease-manager.sh

BREXEGSHRITER, ARKINENMNRS: SREENSTEEE.
B ERABIRZIDAIR :

1 s meanitilBxm
A hSAERETTLEETM
1 S Bl Se R

] Hit B EMSIE R IR E

¥ User

[vault@localhost vault][*1]$ $> docker exec -i mysqgl-vault-test mysql -uvault_static_user -
pHODgQVW5phGWwC2ICF-V -e "SELECT CURRENT_USER(); SHOW GRANTS;" mysql: [Warning] Using a
password on the command line interface can be insecure. CURRENT_USER() vault_static_user@% Grants for
vault_static_user@% GRANT USAGE ON. TO @~ GRANT SELECT, INSERT ON

*TO @ [vault@localhost vault][*0]S$ $> sudo mkdir -p /opt/vault/audit
[sudo] vault B9ZBES:  [vault@localhost vault][~0]$ $> /opt/vault/bin/vault audit enable file
file_path=/opt/vault/audit/vault-audit.log Error enabling audit device: Error making API request.

URL: PUT http://127.0.0.1:8200/v1/sys/audit/file Code: 400. Errors:
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« unable to create new audit backend: file sink creation failed for path "/opt/vault/audit/vault-audit.log":
sanity check failed; unable to open "/opt/vault/audit/vault-audit.log" for writing: unable to open file
for sink "/opt/vault/audit/vault-audit.log": open /opt/vault/audit/vault-audit.log: permission denied
[vault@localhost vault][*2]$ $> sudo chown vault: /opt/vault/audit [vault@localhost vault][~0]$ $>
Jopt/vault/bin/vault audit enable file file_path=/opt/vault/audit/vault-audit.log Success! Enabled the
file audit device at: file/ [vault@localhost vault][*0]S$ $> /opt/vault/bin/vault audit list Path Type
Description

file/ file n/a [vault@localhost vault][*0]$ $> # BIFELIEE ST /opt/vault/bin/vault policy write db-
monitor - << EOF

FIFIREN SRR

path "database/creds/vault-dynamic-role" { capabilities = ["read"] } path "database/creds/dev-readonly" {

capabilities = ["read"] } path "database/creds/app-rw" { capabilities = ["read"] }

AFENAREE

path "database/roles/*" { capabilities = ["read"] }

AR ERSER

path "database/static-creds/app-static-user" { capabilities = ["read"] }
SUIFSHATHLY

path "sys/leases/renew" { capabilities = ["update"] }

AFEEHENER

path "sys/leases/lookup" { capabilities = ["update"] } EOF Success! Uploaded policy: db-monitor
[vault@localhost vault][*0]$ $> ~C [vault@localhost vault][*130]$ $> /opt/vault/bin/vault token create -
policy=db-monitor -display-name="db-monitor-token" -ttl=24h Key Value

token
hvs.CAESIAWG1tb0XqqQ4Zlt6Lie6a78itowOH3R5P5PKD5ek4l0Gh4KHGh2cy5SUTBLekxIN29IR3ZkQnpQR1Z
mMSGI93RXg token_accessor DmCusXaEwoMBCuDLyblgOgRc token_duration 24h token_renewable true
token_policies ["db-monitor" "default"] identity_policies [] policies ["db-monitor" "default"] [vault@localhost
vault][~0]$ $> #!/bin/bash export VAULT_ADDR='http://127.0.0.1:8200' echo "=== VaultiHYEE ===

SIHFr B S EIRETELY
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echo "1. JEERMICHAEIRTALY:" /opt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic-role
2>/dev/null

EEMELOIFE (WREHELY)

LEASE_IDS=$(/opt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail
-n +3) if [ 1 -z "SLEASE_IDS" ]; then echo -e "\n2. FAZ93#1&:" for lease in $LEASE_IDS; do echo "fA£Y: $lease"
Jopt/vault/bin/vault lease lookup database/creds/vault-dynamic-role/$lease 2>/dev/null | grep -E "

(lease_duration|expire_time)" done fi
HMEMYSQLAR RIS AP

echo -e "\n3. MySQLAIBIBHZS A " docker exec mysql-vault-test mysql -uroot -prootpassword123 -e "SELECT
user, host FROM mysql.user WHERE user LIKE 'v-%"" 2>/dev/null echo -e "\n4. &5 A EIRE:"
Jopt/vault/bin/vault read database/static-creds/app-static-user 2>/dev/null | grep -E "
(username|last_vault_rotation|rotation_period)" echo -e "\n=== BI25ER} ===" EOF === VaultFAA EIE ===

1. SRR EIETELY:
2. MySQLAHIEHSEF:

3. BESAEIRE: last_vault_rotation 2025-11-18T11:36:33.933583021+08:00 rotation_period 24h
username vault_static_user

=== BIB5ERY === EOF: KK FIH< [vault@localhost vault][*127]$ $> vim Jopt/vault/bin/lease-manager.sh
[vault@localhost vault][*0]$ $> #!/bin/bash~C [vault@localhost vault][*130]$ $> # SIEFHLAEIRMIZ cat >
Jopt/vault/bin/lease-manager.sh << 'EOF'

#!/bin/bash export VAULT _ADDR='http://127.0.0.1:8200' echo "=== VaultiHAEIE ==="
S|HPF B IS EIRTELY

echo "1. JEBRMIEHASEIEFALY:" Jopt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic-role
2>/dev/null

EERHNFE (MRBHELY)

LEASE_IDS=$(/opt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail
-n +3) if [!-z "SLEASE_IDS" ]; then echo -e "\n2. #H£91%1&:" for lease in SLEASE_IDS; do echo "fH£Y: Slease”
Jopt/vault/bin/vault lease lookup database/creds/vault-dynamic-role/Slease 2>/dev/null | grep -E "

(lease_duration|expire_time)" done fi

KMEMYSQLAMTHSHRF
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echo -e "\n3. MySQLABIENZS A F:" docker exec mysql-vault-test mysql -uroot -prootpassword123 -e "SELECT
user, host FROM mysql.user WHERE user LIKE 'v-%";" 2>/dev/null echo -e "\n4. S A EIRES:"
Jopt/vault/bin/vault read database/static-creds/app-static-user 2>/dev/null | grep -E "
(usernamel|last_vault_rotation|rotation_period)" echo -e "\n=== EIE5EH ==="

'EOF' EOF [vault@localhost vault][*0]$ $> vim /opt/vault/bin/lease-manager.sh [vault@localhost
vault][*0]$ $> chmod +x /opt/vault/bin/lease-manager.sh [vault@localhost vault][*0]$ $> cat >
Jopt/vault/bin/rotation-monitor.sh << 'EOF' #!/bin/bash

export VAULT _ADDR='http://127.0.0.1:8200'

echo "===FIBHIIFIT ===" date
ME#RSABRIKES

echo-e "\n1. S ABILIIRZ:" STATIC_INFO=$(/opt/vault/bin/vault read database/static-creds/app-static-
user 2>/dev/null) echo "$STATIC_INFO" | grep -E "(last_vault_rotation|next_vault_rotation|rotation_period)"

NENSAREE

echo-e "\n2. BhSABTTLAZE:" /opt/vault/bin/vault read database/roles/vault-dynamic-role 2>/dev/null |
grep -E "(default_ttljmax_ttl)"

WERERIHLIE

echo -e "\n3. JEEXFHLISE1T:" LEASE_COUNT=$(/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n +3 | wc -|) echo "JER IS EIRTEA:
SLEASE_COUNT"

MEMYSQLAF#E

echo -e "\n4. MySQLEF 4tit:" docker exec mysgl-vault-test mysql -uroot -prootpassword123 -e "SELECT
COUNT(*) as 'BhZA P X' FROM mysql.user WHERE user LIKE 'v-%";" 2>/dev/null

echo -e ”\ === %}?%E}Z :::"

EOF [vault@localhost vault][*0]$ $> chmod +x /opt/vault/bin/rotation-monitor.sh [vault@localhost
vault][*0]$ $> Jopt/vault/bin/lease-manager.sh === VaultFHL B IE ===

1. SERRB S EIETELY:
2. MySQLAMIBHS A F:

3. B AEIRE: last_vault_rotation 2025-11-18T11:36:33.933583021+08:00 rotation_period 24h
username vault_static_user
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=== BIBFERY === [vault@localhost vault][*0]$ $> /opt/vault/bin/rotation-monitor.sh === EIEHRHR ST ===
2025%F 118 18H 288~ 13:10:41 CST

1. B S AELHEIRT: last_vault_rotation 2025-11-18T11:36:33.933583021+08:00 rotation_period 24h
2. hASABTTLEIE: default_ttl 30m max_ttl 2h

3 GEBRMASIT RIS EEHEL:

4. MySQLRAFR %1t chSRAF %0

=== IG¥F5ERK === [vault@localhost vault][*0]$ $> /opt/vault/bin/vault read database/creds/vault-dynamic-
role Key Value

lease_id database/creds/vault-dynamic-role/NVEQdXdMBD721hP5dQeS3R2f lease_duration 30m
lease_renewable true password g4sli-mgC6q8Nu5ksYgA username v-root-vault-dyna-p2dyPahRvK1S5K
[vault@localhost vault][*0]$ $> /opt/vault/bin/vault read database/creds/vault-dynamic-role Key Value

lease_id database/creds/vault-dynamic-role/v5XH9AWjlk5QodAgeXXYvfZU lease_duration 30m
lease_renewable true password LKZ1NXkjMK-bnEXwGTb6 username v-root-vault-dyna-NEdcroZn6jOLIK
[vault@localhost vault][*0]$ $> Jopt/vault/bin/lease-manager.sh === VaultFHA B IR ===

1. EERMEHESERTALY: Keys

NVEQAXdMBD721hP5dQeS3R2f v5XHIAW]jlk5QodAgeXXYvfZU

2. TAL93¥15: FH49: NVEQAXdMBD721hP5dQeS3R2f expire_time 2025-11-18T13:40:49.804308343+08:00
FH£Y: v5EXHIAWIIk5QodAgeXXYVFZU expire_time 2025-11-18T13:40:53.282535822+08:00

3. MySQLABIBHZS A F: user host v-root-vault-dyna-NEdcroZn6jOLIK % v-root-vault-dyna-
p2dyPahRvK1S5K %

4. FEAEIRT: last_vault_rotation 2025-11-18T11:36:33.933583021+08:00 rotation_period 24h
username vault_static_user

SE! MERAECETTR! &

V] Y EGASERE SLE
ERIHEIE
1. [ S AtaBamitit

« FF:
o WHLEIHA: 24/\BY
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o YHEITTL: 237)\Bd+
2.4 Hita&E

. BRIF:
- BERAXHEIHEE

3. [ BRI

o B 2408

4. 7 Warehias
. FEIE
. R

o« BAEITIES
5. [4 shas &3k

o R EIEEIEHEY

« FAL4ID: .
o TTL: 309%h

o MySQLHREBIEM NS

& BANMNERS: BRNENSEERE
S BEEPrometheusiais

/opt/vault/bin/vault write sys/metrics/config \

usage gauge period="30s" \

maximum gauge cardinality=500

curl -s http://127.0.0.1:8200/v1/sys/metrics?format=prometheus | head -20

T2 SIEERNERZA

cat > /opt/vault/bin/vault-health-check.sh << 'EOF'
#!/bin/bash

export VAULT ADDR='http://127.0.0.1:8200"

echo
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echo —e "\nl. VaultfRSBIAES:"
/opt/vault/bin/vault status 2>/dev/null

echo —e "\n2. BiFHRZAS: "
/opt/vault/bin/vault status 2>/dev/null | grep -E " (Sealed|Initialized)"

echo -e "\n3. FIBEESIZIRE:"
/opt/vault/bin/vault secrets list -detailed | grep database

echo -e "\n4. FHLYRES: "

ACTIVE LEASES=S (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3 | we -1)

echo "EERZNAFHLY:

echo -e "\n5. FRSHBRSES: "

STATIC TTL=$ (/opt/vault/bin/vault read database/static-creds/app-static-—
user 2>/dev/null | grep ttl | awk '{print $2}"'")

echo "BRSAETTL: "

echo -e "\n6. HITHFTIRE:"

AUDIT LOG SIZE=S (sudo ls -1h /opt/vault/audit/vault-audit.log 2>/dev/null |
awk '{print $5}' || echo "N/A")

echo "EITHEK/IN:

echo -e "\n=== #ERMNBETN ==="

if /opt/vault/bin/vault status 2>/dev/null | grep -gq "Sealed.*false"; then
echo "l vaultBERIRE: EE"

exit O

echo "X vaultfBBIRE: B8"
exit 1

fi

EOF

chmod +x /opt/vault/bin/vault-health-check.sh

T3 eIEBEEMNI M

cat > /opt/vault/bin/vault-alert-rules.yml << 'EOF'
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groups:
- name: vault alerts

rules:

- alert: VaultSealed
expr: vault core sealed == 1
for: 1m
labels:
severity: critical
annotations:
summary: "Vault3LflE =t
description: "vVault3Ef] {{ .instance }} &FEHIHIRES , EEZMEH"

- alert: HighLeaseUsage
expr: count (vault expire num leases)
for: Lm
labels:
severity: warning
annotations:
summary: "FAFEARITST"
description: "Vault3Efl {{ .instance }} JERIAHBEBILS0N"

- alert: StaticCredentialExpiring
expr: vault database static role rotation scheduled{role="app-static-
user"} < 3600
for: 2m
labels:
severity: warning
annotations:
summary: "FREIERIEISIR"
description: "BRSHAE ({ .role }} WELNNHNENLIR"

- alert: DatabaseConnectionFailure
expr: increase(vault database connection errors total[5m]) > 3
for: 2m
labels:
severity: critical
annotations:
summary: "HBUIBEEEEINELN"
description: "VaultZIEIBEMERESH HAKKEEL 3R

SRA: IZBEIERZ

cat > /opt/vault/bin/vault-cleanup.sh << 'EOF'
#!/bin/bash
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export VAULT ADDR='http://127.0.0.1:8200"

echo "=== Vault;FIBZ{P ==="
date

echo -e "\nl. BIEiTHAFALY: "
EXPIRED LEASES=$ (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3)
if [ ! -z "
for lease in ; do
LEASE INFO=$ (/opt/vault/bin/vault lease lookup
database/creds/vault-dynamic-role/ 2>/dev/null)
if echo " " | grep —-g "lease expired"; then
echo ";RIEITHARELY: "
/opt/vault/bin/vault lease revoke database/creds/vault-dynamic-
2>/dev/null

echo -e "\n2. BIEMySQLfMIZIAF:"
docker exec mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "
SELECT CONCAT ('DROP USER \\'', user, '\\'@\\'', host, '"\\';")
FROM mysdgl.user
WHERE user LIKE 'v-%'
AND user NOT IN (

SELECT DISTINCT
SUBSTRING INDEX (SUBSTRING INDEX (json extract (creation statement,
rrrv,2)y, vy, 1)

FROM vault token.vault dynamic users
);" 2>/dev/null

echo -e "\n3. BiTHELEP:"
AUDIT LOG SIZE=$ (sudo ls -1 /opt/vault/audit/vault-audit.log 2>/dev/null |
awk '{print $5}")
if [ " " —gt 104857600 ];

echo "®HitHE#BIZ100MB , ITEHEE"

sudo mv /opt/vault/audit/vault-audit.log /opt/vault/audit/vault-
audit.log.$ (date +%Y%m%d %HIMSS)

sudo systemctl reload vault
fi

echo -e "\n=== FIBFER ==="
EOF

chmod +x /opt/vault/bin/vault-cleanup.sh
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SES: NidRRERE

/opt/vault/bin/vault-health-check.sh

curl -s http://127.0.0.1:8200/vl/sys/metrics?format=prometheus | grep -E "
(vault core sealed|vault expire num leases)" | head -10

O] EHRITA SR X BEEC B
RITUTHS:
1. BFPrometheusiS#:
/opt/vault/bin/vault write sys/metrics/config \

usage gauge period="30s" \
maximum gauge cardinality=500

2. QIEH A R

chmod +x /opt/vault/bin/vault-health-check.sh
/opt/vault/bin/vault-health-check.sh

3. EiERR:

curl -s http://127.0.0.1:8200/v1/sys/metrics?format=prometheus | head -20

BREXEGSHRITER, AERINTHRERANERNIRM XL EE,

fhEgsTErlE, HRITFAERENGESERR, B

Prometheusfetrlise
RO ERIZA
EHEMNE X
Sz

% User
RERER TS TR, BEENRI RSB
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Vault#iEE IR S BB X

] I BB
Bin
LI E FHashiCorp VaultlIMySQLEIBRFEEIEIEEIE, SESHAG. #SAeasitik. KIrEENLe
it
LRMgLA 4
« Vault Server: ‘ZIEEEF[)
« MySQL: Bir#kiERE
- EDHASAA: ISHEAEIE GONHTTL)

. BSAe KHEE QahBEERHR)
o USSR HNEE. BROE. SERN

“ BER1: BEhIMRACE

1.1 MySQLE 28 2pE

docker run -d \

--name mysgl-vault-test \

—e MYSQL ROOT PASSWORD=rootpasswordl23 \
-e MYSQL_DATABASE:vault_test \

-p 3306:3306 \

mysqgl:8.0

docker exec -i mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "SHOW
DATABASES; "

1.2 VaultBEEsS |2 i E

/opt/vault/bin/vault secrets enable database

/opt/vault/bin/vault write database/config/mysgl-vault \
plugin name=mysqgl-database-plugin \

connection_url=”{{username}}:{{password}}@tcp(127.0.0.1:3306)/” \

allowed roles="vault-dynamic-role" \
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username="root" \

password="rootpasswordl23"

L MER2: ISAREE
21 hESRABENX

/opt/vault/bin/vault write database/roles/vault-dynamic-role \

db name=mysgl-vault \

creation statements="CREATE USER '{{name}}'@'S' IDENTIFIED BY
'{{password}}';GRANT SELECT, INSERT, UPDATE, DELETE ON vault test.* TO
"{{name}}'@'s"';" \

default ttl="30m" \

max ttl="2h" \

revocation_statements:"RE\/OKE ALL PRIVILEGES ON vault test
'"{{name}}'@'%'; DROP USER '{{name}}'@'S%"';"

2.2 IS EEER

/opt/vault/bin/vault read database/creds/vault-dynamic-role

mysql -u<slSEAFPR> -p<olASEiL> -e "SHOW GRANTS;"

5] BAER3: RSB
3.1 BIERES AP

docker exec -i mysgl-vault-test mysgl -uroot -prootpasswordl23 -e 'CREATE
USER "vault static user"@"$" IDENTIFIED BY "TempPasswordl23!"; GRANT
SELECT, INSERT ON vault test.* TO "Vault_static_user"@"%";'

32EEERSHAE

/opt/vault/bin/vault write database/config/mysgl-vault \
plugin name=mysqgl-database-plugin \
connection url="{{username}}:{{password}}@tcp(127.0.0.1:3306)/" \
allowed roles="vault-dynamic-role,app-static-user" \

username="root" \
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password="rootpasswordl23"

/opt/vault/bin/vault write database/static-roles/app-static-user \

db name=mysgl-vault \

username="vault static user" \

rotation statements="ALTER USER 'vault static user'@'S' IDENTIFIED BY
'{{password}}';" \

rotation period="86400"

3.3 FRENEBESERE

/opt/vault/bin/vault read database/static-creds/app-static-user

/opt/vault/bin/vault read database/static-roles/app-static-user

1 MER4: SIFEITHAR
41 #HitHEKE

sudo mkdir -p /opt/vault/audit
sudo chown vault: /opt/vault/audit

/opt/vault/bin/vault audit enable file file path=/opt/vault/audit/vault-
audit.log

/opt/vault/bin/vault audit list

4.2 BITRIRECE

/opt/vault/bin/vault policy write db-monitor - << EOF
path "database/creds/vault-dynamic-role" {
capabilities = ["read"]
}
path "database/creds/dev-readonly" ({
capabilities = ["read"]
}
path "database/creds/app-rw" {
capabilities = ["read"]
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}
path "database/roles/*" {

capabilities = ["read"]

}

path "database/static-creds/app-static-user" {
capabilities = ["read"]

}

path "sys/leases/renew" ({
capabilities = ["update"]

}

path "sys/leases/lookup" {
capabilities = ["update"]

}

EOF

/opt/vault/bin/vault token create -policy=db-monitor -display-name="db-
monitor-token" -ttl=24h

4.3 iz

THLOEERRZ (

#!/bin/bash
export VAULT ADDR='http://127.0.0.1:8200"
echo "=== VaultfHAEE ==="

echo "1. AERAIANSFEIREIELY: "
/opt/vault/bin/vault list sys/leases/lookup/database/creds/vault-dynamic-
role 2>/dev/null

LEASE IDS=S (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3)
if [ ! -z " " 1; then
echo -e "\n2. FHZIFEF: "
for lease in
echo "FH%Y: ®
/opt/vault/bin/vault lease lookup database/creds/vault-dynamic-

2>/dev/null grep -E " (lease duration|expire time)"

echo -e "\n3. MySQLFRRIZNZSAF:"

docker exec mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "SELECT
user, host FROM mysqgl.user WHERE user LIKE 'v-%';" 2>/dev/null

echo -e "\n4. BESRBKS:"

/opt/vault/bin/vault read database/static-creds/app-static-user 2>/dev/null
| grep -E " (username|last vault rotation|rotation period)"

echo -e "\n=== EIBFER ==="
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RIS (

#!/bin/bash

export VAULT ADDR='http://127.0.0.1:8200"
echo "=== FIEIHRMIE ———

date

echo -e "\nl. FASHERIRIRE:"

STATIC INFO=$ (/opt/vault/bin/vault read database/static-creds/app-static-
user 2>/dev/null)

echo " " | grep -E "

(last vault rotation|next vault rotation|rotation period)"

echo -e "\n2. MASHETTLEE:'
/opt/vault/bin/vault read database/roles/vault-dynamic-role 2>/dev/null |
grep -E " (default ttl|max ttl)"

echo -e "\n3. EFRELYO%T:"

LEASE COUNT=$ (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3 | wc -1)

echo "JEERENSEIEIELY:

echo -e "\n4. MySQLAAFP#it:"
docker exec mysgl-vault-test mysqgl -uroot -prootpasswordl23 -e "SELECT
COUNT (*) as 'mhZASHF#' FROM mysql.user WHERE user LIKE 'v-%';" 2>/dev/null

echo —e "\n=== WSIFZER ==="

L MES: BREiEEE

5.1 PrometheustEinEC &

/opt/vault/bin/vault write sys/metrics/config \
usage gauge period="30s" \
maximum gauge cardinality=500

5.2 BRI EHIZ (

#!/bin/bash

export VAULT ADDR='http://127.0.0.1:8200"
echo "=== Vaultf@RiE ==="

date

echo -e "\nl. VaultBRSBIKE:"
/opt/vault/bin/vault status 2>/dev/null
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echo -e "\n2. BIPRS:"

/opt/vault/bin/vault status 2>/dev/null | grep -E " (Sealed|Initialized)"

echo -e "\n3. FEESIBIRS:"
/opt/vault/bin/vault secrets list -detailed | grep database

echo -e "\n4. FHLYRES: "

ACTIVE LEASES=S (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3 | wc -1)

echo "EERZNAFHLY:

echo -e "\n5. BSRAGKS:"

STATIC TTL=S (/opt/vault/bin/vault read database/static-creds/app-static-
user 2>/dev/null | grep ttl | awk '{print $2}"'")

echo "BRSAETTL: 0

echo -e "\n6. BHITHEIKSES:"

AUDIT LOG SIZE=S (sudo ls -lh /opt/vault/audit/vault-audit.log 2>/dev/null |
awk '{print $5}' || echo "N/A")

echo "EITHEKXR/I:

echo -e "\n=== EERNER

if /opt/vault/bin/vault status 2>/dev/null | grep —-gq "Sealed.*false"; then
echo "Il vaultBEIRE: EE"
exit O

else

echo "X VaultBBIRE: RE"
exit 1

groups:
- name: vault alerts
rules:
- alert: VaultSealed
expr: vault core sealed == 1
for: 1m
labels:
severity: critical
annotations:
summary: "Vault3RFIEZET"
description: "Vault3Efl RFZIIRES |, FEH
alert: HighLeaseUsage
expr: count (vault expire num leases) > 50
for: 5m
labels:
severity: warning

annotations:
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summary: "FAEAZRITST"
description: "VaultSEfl TEIRFRLMEBIT S0
- alert: StaticCredentialExpiring
expr: vault database static role rotation scheduled{role="app-static-
user"} < 3600
for: 2m
labels:
severity: warning
annotations:
summary: "FRASEIEEIEEIR"
description: "BRSHE BELNRRBER"
- alert: DatabaseConnectionFailure
expr: increase(vaultidatabaseiconnectionierrorsitotal[Sm]) > 3
for: 2m
labels:
severity: critical
annotations:
summary: "HIBEEEEINERLM"
description: "VaultZIFUIRERIERAESSTHRKXBMEILIIR"

5.4 BohiEIERIZ (

#!/bin/bash

export VAULT ADDR='http://127.0.0.1:8200"
echo "=== Vault;5IBLip ==="

date

echo -e "\nl. BIBiTHAFALY: "
EXPIRED LEASES=$ (/opt/vault/bin/vault list
sys/leases/lookup/database/creds/vault-dynamic-role 2>/dev/null | tail -n
+3)
if [ ! -z " " ], then
for lease in ; do
LEASE INFO=$ (/opt/vault/bin/vault lease lookup
database/creds/vault-dynamic-role/ 2>/dev/null)
if echo " " | grep -gq "lease expired"; then
echo ";FIEITHATHLY: L
/opt/vault/bin/vault lease revoke database/creds/vault-dynamic-
2>/dev/null

echo -e "\n2. EEMySQLMIIAF,:"
docker exec mysgl-vault-test mysgl -uroot -prootpasswordl23 -e "
SELECT CONCAT ('DROP USER \\'', user, '"\\'@\\'', host, "\\';'")
FROM mysdgl.user
WHERE user LIKE 'v-%'
AND user NOT IN (

SELECT DISTINCT
SUBSTRINGiINDEX(SUBSTRINGiINDEX(jsoniextract(creationistatement,
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FROM vault token.vault dynamic users
);" 2>/dev/null

echo -e "\n3. ®HiTHELP:"
AUDIT LOG SIZE=S (sudo 1ls -1 /opt/vault/audit/vault-audit.log 2>/dev/null |
awk '"{print $5}")

[ " " —gt 104857600 ];

echo "®HitHEBIZ100MB , HITHEE"

sudo mv /opt/vault/audit/vault-audit.log /opt/vault/audit/vault-
audit.log.$ (date +%Y%m%d $HSMSS)

sudo systemctl reload vault

echo -e "\n=== ;BIEFERY ==="

/opt/vault/bin/lease-manager.sh
/opt/vault/bin/rotation-monitor.sh
/opt/vault/bin/vault-health-check.sh

/opt/vault/bin/vault write -force database/rotate-role/app-static-user

sudo tail -f /opt/vault/audit/vault-audit.log | jg

ERMESEE

*/5 * * * * /Jopt/vault/bin/vault-health-check.sh >> /var/log/vault-
health.log 2>&1

0 * * * * /opt/vault/bin/lease-manager.sh >> /var/log/vault-lease.log 2>&1

0 2 * * * /opt/vault/bin/vault-cleanup.sh >> /var/log/vault-cleanup.log
2>6&1

WEHFE s

1. VaultBEPIRT: (£ R 2 AR
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